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1 Executive Summary

1.1 Objective

The primary objective of this assessment was to identify security vulnerabilities, pinpoint business
logic errors, and address lapses in best security practices within the Prosper Web Applications.
Simulating the perspective of an attacker or malicious user, comprehensive tests were conducted
without causing any disruption to the application or network functionality. This document
encapsulates the outcomes of a thorough security audit, featuring scan results that encompass
discovered vulnerabilities, their severity and detailed insights into each vulnerability. The report
covers issue definition, impact analysis, recommendations for resolution, and a detailed Proof of
Concept (PoC). The intention is to empower stakeholders with actionable insights to enhance the

security posture of the application.

1.2 Scope Definition

Applications in Scope:

User Portal: https://uat-audit.letsprosper.ae/

Agency Portal: https://agency.uat-audit.letsprosper.ae/

Admin Portal: https://admin.uat-audit.letsprosper.ae/

All the operational functionalities associated with the mentioned applications are exclusively

considered in scope.

1.3 Vulnerabilities Identified

# Vulnerability Severity

1 Authentication Bypass via Forgot Password Functionality High
2 Stored Cross-Site Scripting via Malicious File Upload High
3 Unrestricted File Upload High
4 Stored XSS via SVG upload High
5 Stored XSS via input field High
6 Insecure Direct Object Reference (IDOR) High
7 Broken Access Control - Unrestricted Direct File Access High
8 Improper Authorization - Auth Token Misuse Across Roles High
9 HTML Injection in Input Fields

10 ILrJ'nsgcure Direct Object Manipulation - Missing OTP Verification for Email

pdate
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11 Using Components with Known Vulnerabilities Medium

12 OTP Flooding Medium

13 Email Flooding Medium

14 Account Lockout Not Implemented Medium

15 Password Reset Link Reusable After First Use Medium

16 Insecure Design - Replayable Publish Property Request Medium

17 Email / Phone Number Enumeration Medium

18 Clickjacking Attack Medium

19 Insecure Session Management Medium

20 Absence of Web Application Firewall Medium

21 Sensitive Information Exposure via Referrer Header Low

22 Autocomplete Enabled for Password Fields Low

23 Exposure of phpMyAdmin Interface and Documentation Low

24 Server Banner Information Disclosure Low

25 Cleartext Submission of Password Low

26 Improper Error Handling Informational
27 Session and XSRF Token Regeneration on Every Request Informational

Graphical Summary:

This section presents a visual overview of identified vulnerabilities, utilizing a two-column table

showcasing the severity levels and corresponding counts.

Vulnerability Severity

High

Informational

No. of Vulnerabilities

Distribution of Identified Vulnerabilities Based on Severity Levels
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2 Vulnerability Description

2.1 Authentication Bypass via Forgot Password Functionality
Severity:
Issue Related to: User Portal

Issue Definition:

In the User Portal, the "Forgot Password" functionality allows attackers to reset passwords by
manipulating the server response. When an incorrect OTP is submitted, the server returns a 422
Unprocessable Entity error. Changing this response to a 200 OK allows access to the new password

creation page, enabling password resets for any user.

Analysis: This vulnerability allows attackers to hijack user accounts by resetting passwords
without proper authorization. It completely undermines the security of the password reset
process, posing a severe risk to user accounts. An attacker can gain unauthorized access to

user data and perform malicious activities on behalf of the user.

Remediation: It is recommended to ensure that all authentication and validation processes are
handled on the server side. Client-side code should not be used for authentication purposes. It is
also recommended to implement proper defense mechanisms to protect against response

manipulation attacks.

Proof of Concept:

1. Enter a number in the mobile number field of the forgot password functioanlity.
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« C O 8 = o+ uat-auditletsprosper.ae

Create password [ Forgot password?
You don't have a password yet, or did you forget the
password? No worries, we can make it work together.

Mobile Number

= v +971555555555

Continue

Already have an account? Sign In

2. Try anincorrect OTP and capture the request.

f ™ Request to https;//adminuat-audit.etsprosper.ae443 [40.172.226.150]

Forward Drop

Action Open browser

Pretty Raw Hex

POST /api/verify-otp HITE/Z

Host: admin.uat-audit.letsprosper.as
User-Agent: Prosper-Web

Aceept: application/json

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, bhr
Referer: https://uat-audit.letsprosper.as/
3 Content-Type: application/json

9 Access-Control-Allow-Origin: http://localhost:3000
10 Access-Control-Allow-Credentials: true

11 Content-Length: 251

12 origin: https://uat-audit.letsprosper.as
13 Sec-Fetch-Dest: empty

14 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: same-site

G W

RN

1€ Priority: u=0
17 Te: trailers

"eyIpdiIEI1EYQLFNLzdDel g3 UXRHZIWS eXh8aFEIPSIsInZhbHVIT] 0iVkVZ0GI*Ql VRaZBqVIN*WXFXTZES 220 9Tiwi bW T] 01 ¥ThIM] JINTc4 NDNIMDZ1 3G U4Y k2N EyNTU4 CDAD ZWY 2 MTA L ZTHNiMDOWOGQZNG
YIOWZIMTELMWUZNTL])YmE]OCIsInRhZyIEILiTo",
"type": "FORGOT_PASSWORD "
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3. 422 Unprocessable Entity Response is received from the server.

l"j Response from https://admin.uat-audit.letsprosper.ae:443/api/verify-otp [40.172.226.150]

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex Render

HTTE/Z 4IC Unprocessable Entity
Server: nginx

Content-Type: application/json
Cache-Control: no-cache, private
Date: 2un, 07 2ep IZ0IZ5 10:19:05 GMT
¥-Ratelimit-Limit: 90
¥-Ratslimit-Remaining: 89
Access-Control-Allow-Origin:

B T I R S

-

w @

=

1
"message": "Invalid Cods",
"errors": |
"code'": [

"Invalid cCode”

4. Change this response with a valid 200 OK response.

|n_| Response from https://admin.uat-auditletsprosper.ae:443/apifverify-otp [40.172.226.150]

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex Render
1 HTTE/Z Z00 OK

2 Server: nginx

3 Content-Type: application/json
4

Vary: Accept-Encoding
Cache-Control: no-cache, private
Date: Sun, 07 Sep Z0Z5 10:17:55 GMT
¥-Ratelimit-Iimit: 90
¥-Ratelimit-Remaining: 89

~1 @

wom

Access-Control-Allow-Crigin: *

10 ¥-Frame-Options: SAMEORIGIN

11 ¥-¥ss—Protection: 1; mode=hlock

12 ¥-Content-Type-Options: nosniff

13

14 | {

"message”: "OTE successfully verified”,
"data":null
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5. Forward the response to the browser and the reset password page is accessible.

(e a6 O B &2 uat-auditletsprosper.ae o= oy

Create a New Password.

Now let’s create a new password for your Prosper account!

Enter Password

Re-enter Password

Already have an account? Sign In

2.2 Stored Cross-Site Scripting via Malicious File Upload

Severity:

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The application is vulnerable to stored cross-site scripting (XSS) through its file
upload and preview feature. When a user uploads a PDF containing embedded JavaScript, the
application renders it directly into the DOM without sanitization, allowing the script to execute in

the viewer’s browser.

Analysis: At various file upload endpoints, malicious PDFs were successfully uploaded and previewed.
Upon viewing, embedded JavaScript executed within the browser context, confirming a stored XSS.
This occurs because the application does not sanitize the content or disable scripting during preview.
The vulnerability is persistent and can be exploited to steal session data, perform unauthorized

actions, or target privileged users.

Remediation: It is recommended to use specialized libraries to inspect PDF files and verify that
they do not contain any embedded JavaScript or active objects before accepting uploads. In
addition, sanitization tools like QPDF or PDFBox can also be used to remove any potentially
malicious scripts or active content from the files. To further enhance security, serve PDF files
with appropriate headers such as Content-Disposition: attachment and X-Content-Type-Options:
nosniff. If inline viewing of PDFs is necessary, use secure viewers (e.g., PDF.js) with scripting
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disabled to prevent script execution in the browser context.

Proof Of Concept:
1. Upload a js injected pdf as a title deed.
&« & IO B uat-auditletsprosper.ae/property/add I
Upload A Property
2 3 4
Upload Ownership Basics Details
Upload Title Deed

Make sure PDF file is readable
If you don't have a pdf of your title deed, please contact
your RM to complete your profile.

Upload Document (Max. 5MB)

1 js_injected_title-deed.pdf ¢ o

Verify and Continue ‘ Cancel

2. The OCR has verified the pdf and we can continue to save the property.

&« C (© 12) uat-audit.letsprosper.ae/property/add/structural-details

Property Location (Required)

stior I v
vire 27"
T
a
(=)
na L)
20 \
bservator:
ofS” e
- R *\v\"
S
> B Knalif3[@) ) Dubai Mall 3
Qal> 25 N/ ’u‘sa 593,
50 / \
=3 Burj Park § o -ﬁ
siness Bay AT ¥ N
stro Station & + \
b ©
Sl 8, j
7%, 3 &, —

® Dubai Mall - Dubai - United Arab Emirates

Furnishing status (Required)

‘Furnished Semi Furnished = White Goods

Not Furnished

Save Property §lelel -]

s

00 ¥ 9
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3. The property is saved. We can continue to view the uploaded title deed.

« > C IO 8 uat-audit letsprosper.ae/property/add/4 ] 0% B8 W 0o n ¥ o
a4 .I NN Apartment | | Reference No. PPOOOOA‘
& 3Bedrooms B 1Kitchen
& 3Bathrooms © Furnished
@3  PreTitle Deed — Under Verification
View 2 e
. . Your property is under verification, You can publish
f
Title deed file of your property & et i b

4. The payload is triggered upon viewing the file.

< > X D 8 prosper-uat-audit-team.s3.me-central-1.amazonaws.com/user-property-title-deed/title-deed-ocr-file17' H Q0 9 ,

© pdtjs

XSS by Simar Randhawa

Note:
The above proof of concept describes a single scenario where a PDF with embedded JavaScript leads to XSS.
However, similar issues can occur across multiple functionalities of all the 3 portals where file upload is
available.
It is therefore recommended to apply the same remediation consistently across all file upload features to
ensure comprehensive protection.

Some of the affected endpoints include, but may not be limited to:

e https://admin.uat-audit.letsprosper.ae/api/title-deed-ocr-data

e https://admin.uat-audit.letsprosper.ae/api/agencies/developer-projects/{id}
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e https://admin.uat-audit.letsprosper.ae/api/agencies/developer-properties/{id}

e https://admin.uat-audit.letsprosper.ae/admin/relationship-managers/{id}
e https://admin.uat-audit.letsprosper.ae/admin/agencies/{id}
e https://admin.uat-audit.letsprosper.ae/api/agencies/secondary-property/fetch-form-a-document

e https://admin.uat-audit.letsprosper.ae/admin/share-feedbacks

2.3 Unrestricted File Upload

Severity:

Issue Related to: Agency Portal, Admin Portal

Issue Definition: The application suffers from unrestricted file upload vulnerabilities across multiple
functionalities, allowing attackers to upload files of any type, including potentially dangerous

executable files (.exe), without proper validation or restriction of file types and extensions.

Scenario 1: In the admin portal, certain file upload functionalities were identified where files such as
agency logo and agency contract can be uploaded without restriction on file type or extension.
Similarly, in the agency portal, user admin profile photos can be replaced by uploading files of any
type, including .exe files or other potentially dangerous formats.

This occurs because the application does not implement strict server-side validation of file types or
enforce allowed extensions, relying solely on client-side checks which can be bypassed easily.
Affected Endpoints:

https://admin.uat-audit.letsprosper.ae/admin/agencies/{id}
https://admin.uat-audit.letsprosper.ae/api/agencies/agency-users/{id}

https://admin.uat-audit.letsprosper.ae/api/agencies/property-specialists/{id}

Scenario 2: In the agency portal, within the property listings section, there is a file upload feature
intended for uploading property videos. While there is a client-side restriction that allows only .mp4
files, this validation can be bypassed, allowing attackers to upload files such as .svg or any other
extension. This happens because there is no server-side validation to enforce allowed file types or
MIME types, making the system vulnerable to storing arbitrary files.

Affected Endpoints:
https://admin.uat-audit.letsprosper.ae/api/agencies/secondary-properties/{id}

https://admin.uat-audit.letsprosper.ae/admin/share-feedbacks

Analysis: Unrestricted file uploads allow attackers to upload executable or malicious files, which can
lead to remote code execution, malware distribution, or manipulation of application behavior. The
lack of server-side validation increases the risk of system compromise and affects overall application

security.
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Remediation: It is recommended to implement strict server-side validation to allow only specific file

types and extensions. Verify MIME types and file signatures, enforce size limits, and store files
securely outside the web root. Serve files with headers like Content-Disposition: attachment and X-
Content-Type-Options: nosniff. Do not rely solely on client-side restrictions.

Proof Of Concept:
Scenario 1

1.1 Try to upload an exe file as agency logo or contract.

< C ‘1) ) admin.uat-audit letsprosper.ae/admin/agencies/2/edit I 80% @@ X 0 D ? ®
@ ploa .
-,
T “ New Volume (D) » payloads v O Search payloads »
@ Dashboard Agency Details Organize = New folder =- ™ @
M Users ¥ i Garage_writeup.: ™ fa)
& Prosper Agencies ~ Name® Range % This PC
Agencias List B 3D Objects
Address® Concord Tower, Al Sufouh, Dubai Media |l Desktop
Developer > . g
3 Documents 2-rcesvg ii-}:msg}:;ck blind-xsssvg  code-execution.s
Second: > eBox-DarkCor vg
coendan ¥ Downloads p.pdf
Joint Property PS Cha D Music
PS Change Requests & Pictures
Website www range ae )
@ Approvals qudeos n
4. New Volume (C:)
8 Leadn 1 N Status * Active
e anagemen ~ New Volume (0:) cppealc.exe digi-ninja-xss.svg  digi-ninja-xss.svg normal lord
@ Relationship Managers Lo - v png voldemort jpg
000
B worigages ’ | File name: |cppestc.exe | | [ANFiles (.4 v
B Rena N Agency Contract® Browse...| No file selected
antals Open Cancel
Data Verific > )
& Data Venfcalion Agency Contact Details
& Data Management >
_ Name® Email* Mobile®
|
1.2 Go to agency details section and notice that the exe was successfully uploaded as agency logo or
agency contract.
e C Q18 admin uat-audit letsprosper.ae/admin/agencies/2 80% aa L QO D ! ® &
N Inspector Console [ Debugger ) Network Style Editor ¥ 9:
P 99 yl 0.
Q, Search HTML +
Agencies </div>
e w <div class="nav-tabs-horizontal” data-plugin="tabs">

v <div cla ab-content”>
w <div id="agency_details” class="tab-pane active” role="tabpanel”s
v <div class="card"> (flex

Agency Details w <div class="card-body">

w <dl class="

. . . w <div class="row">  flex
Agency Details Agency Contact Details Super Admins v <div class="col-6%>

= <div class="row no-gutters align-items-center bg-light p-15" flex

Developer Admins Secondary Admins Trakheesi Admins Projects <dd class="col-md-3 mb-sm-8">Logo</dd>
Teams
Logo </div>
b <div class="row no-gutters align-items-center p-15"> ' </div> | flex
b <div class="row no-gutters align-items-center bg-light p-15"> = </div> flex
b <div class="row no-gutters align-items-center p-15"> ' </div> | flex
b <div class="row no-gutters align-items-center bg-light p-15"> = </div> flex
b <div class="row no-gutters align-items-center p-15"> ' </div> flex
Name </div>
Ranga </div>
</dl>
€ rd-body » di » divrow » divcol-6 » divrowno-gutters.align-items-centerbg... » dtcol-md-9 » img.rounded-circleimage_popup|
Address —
Concord Tower, Al Sufouh, Dubai V Filter Styles hov .ds + @ @ @ [(D Llayout Computed Cha
Media City, UAE element @i { A| » Flexbax

rounded-circle = { bootstrap.min.cssil elect g Flex contginer or item
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-3) Import bookmarks... @) Kali Lint

.
@ Flrefox G  Search with Google or enter address

C > - prosper-uat-audit-team.s3.me-central-1.amazonaws.com/agency-noc-files/AGENCY_NOC FILE1757152725 ¢

0 ¢

SiLTon wa®
Seasia Connect Backflow Device Trucklots: Truck Prosper Prosper Burp Suite Developer Era - File Sharing
Portal Parking App fo... Community... Projects | Prosper Platform
Thought-provoking stories
\ ¥ g
@ Library — O X
@ Organize v Clear Downloads { £ Search Downloads
i ~
> © History AGENCY_NOC._FILE1757152725(1).exe o
i, Downloads 1.7 MB — prosper-uat-audit-team.s3.me-central-1.amazonaws.com — 3:33 PM
> Tags
Time 1 AGENCY_NOC_FILE1757152725.exe
> i All Bookmarks ) O s
The Worst 1.7 MB — prosper-uat-audit-team.s3.me-central-1.amazonaws.com — 3:32 PM ion Y
Narcissist
1 AGENCY_LOGO1757152725.exe
. o

2.1 Similarly try upload an exe file as a profile photo of an admin.

<« C IO 8 agency.uat-audit letsprosper.ae/super-admin/34 l

Dashboard / Super Admin

2% Home

ﬂ Developer >

B Secondary > User Admin Details
B Trakheesi

® Portfolio Upload Image

@ Approvals

< Request > Name*
agency admin
& All Admins v
Mobile number *
Super Admin

= +97176253418
Property Specialist
Address
Developer Admin
<h1>address of agency admin</h1>

Trakheesi Admin

Secondary Admin

® Profile Regenerate & Send New Password

Email *
agencyadmin@yopmail.com
Status

Active

0 s ¥ o

Employee ID : AUODO1S

L&
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€« C

O B agency.uat-audit letsprosper.ae/super-admin/34

80%
@ File Upload X
pr&sper Dashboard / Super Admin
‘ 1 < NewVolume (D) > payloads v U Search payloads y)
=
=i Home Organize ~ New folder =~ m @
T Developer > Trucklots -~ 2
B Secondary N User Admin Details = This PC ’00019
¥ 3D Objects
B Trakheesi B Desktop
® Portfolio Upload Image = Documents 2-rce.svg 829640363-Hack blind-xss.svg code-execution.s
TheBox-DarkCor vg
¥ Downloads p.pdf
@ Approvals . ’
b Music
< Request > Name * = Pictures
agency admin iVideos -
" QG v .. New Volume (C)
Mobile number *
Super Admin ~ New Volume (D:) cppcalcexe digi-ninja-xss.svg  digi-ninja-xss.svg normal lord
= 97176253418 & e v .png voldemort jpg v
Property Specialist
Address l File name: |cppcﬂ|c_exe v I All Files (%) =2
Developer Admin
<h1>address of agency admin</t Open Cancel
Trakheesi Admin
Secondary Admin %
@® Profile Regenerate & Send New Password
2.2 The exe is successfully uploaded as a profile photo.
« C 08 agency.uat-audit letsprosper.ae/super-admin/34 80% aa Q0 O ’ ® & =
~ @ O inspector Console [ Debugger T Network {} StyleEditor () Performance ) 0] = A
= Dashboard / Super Admin 9 b‘j Q search HTML +
<fnav>

User Admin Details

Name *
agency admin
Email *
agencyadmin@yopmail.com
Mobile number *
97176253418
Status
Active

Address

Employee ID : AUD0OT9

w «div class="content-wrapper”> flex
v <div class="container-xx1 flex-grow-1 container-p-y">
w «div class="p-5 card"> flex
w <div class="card-header">
¥ <div class="d-flex justify-content-between Flex-wrap align-items-center”> flex
<div class="card-title h5">User Admin Details</div>
¥ <div class="d-flex align-items-center"> = </div> flex
</div>
</div>

v <div class="card-body">
w ¢form id="formAccountSettings” method="" enctype="multipart/form-data">
¥ <div class="

-flex align-items-start align-items-sm-center gap-4 mb-4"> flex
" style="width: 9@px; height:

» <div class="button-wrapper"> = ¢/div>

<fdiv>

¥ <div class="row">® </div> | flex

b <div class="d-flex mt-2"> = ¢/div> flex

</form>

</div>
</div>

€ .. > divp-Scard » div.card-body » form#formAccountSettings » div.d-flexalign-items-startalign-items... > divpx-y. » imgw-100 )|
W Filter Styles hov s + W @ (D layout Computed Change
¥ Pseudo-elements ~ w Flexbox

This Element

Select a Flex container or item

element :: {

to continue.
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Scenario 2

1. Upload a svg or any other extension file masked as an mp4 file.

« ] edit/352type=SELL | a0% L 0 H ¥ e un o=
@
S T 1 = NewVolume (D > payloads v U Search payload »
umbnail Image
2% Home Organize *  New folder =-
T Developer - x TruckLots 2
= This PC
Projects Add More Photos upt . 3 20 Objocts
+ I Desktop
Enquirie % Documents digi-ninja-xss.svg
o
¥4 Downloads =
B Secondary > oo o D Music
B & Pictures
Trakheesi
+ B videos
® Portfolio 2. New Volume (C)
X - New Volume (D)
@ Approvals 360 Virtual Tour URL
& nies v
< > ps:/fexample.com/ )
| | MPEG-4 Video (*.mp4;".mda;".n ~
All Admins > Youtube Video URL
- Open Cancel
@ Profile nple.com/ I L LI T T LI T T DY DI TV T T U

Intercept is on
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3. Change the extension of the mp4 to the original extension, in this case svg.

Intercept is on

gi-ninj
L

4. The file gets successfully uploaded.

— (o] 08 =

1cy.uat-audit.letsprosper.ae/| SELL 80% aa L 0 9D o &®
¥ O Inspector Console [ Debugger 14 Network {} Style Editor 3> 012 (] -
earch HTML +
<OV Class= po-1 >FLOOF Klan</a1v>
Floor Plan w <div class="row"> |flex

¥ <div class="col-md-3 pb-2" style="height: 157px; width:

"w-100 h-160 rounded” src="https://prosper-uat
n DEVELOPER_PROPERTY_FLOOR_PLAN_01757410728. jpg

style="object-fit
</div>

</d

</div>
w <div class="mt-5 pb-3">
<div class="pb-1">Video</div>
lass="row"> flex
class="col-md-12 px-2 pb-2" sty

Video

“height: 157px; width|

'https://prosper-uat -audit -te. 3.me-
central-1.amazonaws. com_oper-property -videos/
DEVELOPER_PROPERTY VIDE0S1757410727.svg" control

No video with supported
format and MIME type

</div>
<hr class="mb-5 mt-4">
b <div class="col-md-4 pb-3">'= ¢/div>

b cdiv class="col-md-4 ph-3"> = ¢/divy

< div div

div diviow > div
360 Virtual Tour URL Video Tour URL Youtube Video UR! Filter Style: hov cls + W @ B (I Llayout Computed Cha
https://example.com/ https://example.com/ https://example.com/ » Pseudo-elements A+ Flexbox
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5. Even the malicious payload in the svg file gets triggered.

> X O B prosper-uat-audit-team.s3.me-central-1.amazonaws.com/developer-property-videos/DEVELOPER 8@ L 0 8 W H1

@ prosper-uat-audit-team.s3.me-central-1

SVG XSS Triggered

2.4 Stored XSS via SVG upload
Severity:
Issue Related to: Agency Portal, Admin Portal

Issue Definition: The application allows users to upload SVG (Scalable Vector Graphics) files
without sanitizing them. SVG files can contain embedded JavaScript, which executes when the
file is viewed in the browser. This leads to stored XSS, as the malicious script executes in the

context of other users or administrators when viewing the uploaded SVG.

Analysis: An attacker can upload an SVG file containing malicious JavaScript code. When this file
is rendered in the browser, the script executes, potentially stealing session cookies, performing
unauthorized actions, or targeting privileged users. This compromises both the security of the
application and the users interacting with it.

Remediation: It is recommended to restrict file uploads to allow only safe image types like .jpg,
.png, or .gif. If SVG uploads are required, sanitize them using libraries such as SVG Sanitizer to
strip any embedded scripts or active content before storing or serving.

Proof of Concept:

1. In the agency portal, update the profile photo of a user admin with the malicious svg with js code
embedded into it.
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I ' T « New Volume (D) » payloads v O | Search payloads
Organize ~ New folder =~
> TruckLots ~
N User Admin Details = This PC
¥ 3D Objects
[ Desktop
e [% Documents 2-rce.svg 829640363-Hack blind-xss.svg code-execution.
TheBox-DarkCor vg
¥ Downloads p.pdf
Jﬁ Music
N Name * [&=] Pictures
agency admin i Videos -
e & New Volume (C:)
Mobile number * New Vol D
=~ New Volume (D7) digi-ninja-xss.svg | digi-ninja-xss.svg normal lord normal
= +97176253418 P v -png veldemort jpg photojpg
Address File name: Idigi—ninja—xss.svg I hd ‘ ‘AII Files (*.*)
<h1>address of agency admin</h1> ‘ Cancel
4
Update Regenerate & Send New Password
2. The svg gets uploaded successfully.
<« C IO & agency.uat-audit letsprosper.ae/super-admin/34 I 80% 88 L7 Q0 O ! ]
Dashboard / Super Admin p
1T Developer >
B Secondary > User Admin Details Employee ID : AUO0019
B Trakheesi
® Portfolio Upload Image
@ Approvals
Name * Email *
< Request > '
agency admin agencyadmin@yopmail.com
& All Admins v
Mobile number * Status
Super Admin
= +97176253418 Active
Property Specialist
Address
Developer Admin
<h1>address of agency admin</h1>
Trakheesi Admin
Secondary Admin %
@ Profile te & Send New Password
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3. The js code gets triggered upon accessing the profile photo.

« - C O B agencyuat-audit letsprosper.ae/super-admin/34 0% =8 L7 0O 5 ¥ & & =
A [ O mspector [ Console [ Debugger T4 Network {} Style Editor () Performance 3 G] = ¥
= Dashboard / Super Admin 9 m‘l Q Search HTML + A
</div>
</navs

v <div class="content-wrapper"> | flex
v <div class="container-xx1 flex-grow-1 container-p-y">
v <div class="p-5 card"> flex
User Admin Details EETEETE— g * «div class="card-header"> o )
v <div class="d-flex justify-content-between flex-wrap align-items-center”> flex
<div class="card-title hs">User Admin Details</div>
b <div class="d-flex align-items-center”> = ¢/div> flex

</div>
x Upload Image <fdiv>

w <div class="card-body">
v <form id="formAccountSettings" method="" enctype="multipart/form-data">
= <div class="d-flex align-items-start align-items-sm-center gap-4 mb-4"> flex

Name * w <div class="px- style="width: 98px; hei : 98px; ">

agency admin

Email *

P <div class="button-wrapper"> /= </div>

o <fdiv>

agencyadmin@yopmail.com b <div class="row"s = </div> flex
b <div class="d-flex mt-2">mi</div> flex
</form>

</div>

Mobile number *

= +97176253418

€ .. » divp-Scard > divcard-body » form#formAccountSettings » div.d-flexalign-items-startalign-items... » div.px-y. » imgw-100

&« > X Q |8 prosper-uat-audit-team s3.me-central-1.amazonaws.com/agency-user-profile-images/AGENCY USER P\ ad ©% Q0 ' &

@ prosper-uat-audit-team.s3. me-central-1.amazonaws.com

SVG XSS Triggered

Note:
The above proof of concept describes a single scenario where a SVG with embedded JavaScript leads to XSS.
However, similar issues can occur across multiple functionalities where photo upload is available.

It is therefore recommended to apply the same remediation consistently across all photo upload features to
ensure comprehensive protection.

Some of the affected endpoints include, but may not be limited to:

e https://admin.uat-audit.letsprosper.ae/admin/banners/{id}

e https://admin.uat-audit.letsprosper.ae/admin/share-feedbacks

e https://admin.uat-audit.letsprosper.ae/api/agencies/agency-users/{id}

e https://admin.uat-audit.letsprosper.ae/api/agencies/secondary-properties/{id}

e https://admin.uat-audit.letsprosper.ae/admin/relationship-managers/{id}
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2.5 Stored XSS via input field

Severity:
Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The application is vulnerable to stored cross-site scripting (XSS) through input
fields where user-supplied data is saved and later rendered in the web application without proper
sanitization or escaping. Malicious JavaScript code injected into input fields gets executed in the

browser of any user who views the affected data.

Analysis: An attacker can inject JavaScript payloads into input fields like “Name” in Profile
Details. When the application displays the saved input in the browser, the script executes in the
context of any user viewing it. This can lead to session theft, unauthorized actions on behalf of

another application user, severely impacting application integrity and user trust.

Remediation: It is recommended that all user-supplied input should be properly sanitized and
escaped before being displayed in the application to prevent script execution. Input validation
should be enforced to block suspicious or unexpected content at the point of data entry.
Additionally, a strong Content Security Policy (CSP) should be implemented to limit the ability of

any malicious scripts from executing, reducing the impact of potential XSS attacks.

Proof of Concept:

1. Enter a javascript payload in the name under the profile details section.

= C (1 8 uat-auditletsprosper.ae/profile I 0% Ba Q0 9 i

m

Profile Details
Mortgages
o Name Mobile Number

Enquiries Made

<script>alert(document.cookie) </script> Change +971 44444444 Change
Account Settings

Email Address Date Of Birth

Documents

simar@yopmail.com Change

Saved

Preferred Communication Language
Share Feedback
English Change

Terms And Conditions

Privacy Policy




Security Audit Report

2. In the admin portal, under the users list section where all the usernames are displayed, the payload gets
triggered.

« => C Q & admin.uat-auditletsprosper.ae/admin/users 80% s w7 Q 9 !

@ admin.uat-audit.letsprosper.ae

XSRF-
TOKEN=eyJpdil61k5lcW1FZ3IJSHRIR1FVQXVOQnBZNKEIPSI
sInZhbHVIljoiYONBOVVANOhDQmFkVGprMkZtOHZRZDBkV
UYremwS5T2IxNUxCUFNXdGhSM29kUDIObnRIcVEIT1ZBTWF
vSUPbFRGQTFkOUdHeEJVWUZRU2pmQ3VOZ0d 1WjZQVKE
1NnNEbyt2QVFvZGdBY1NuZzF5UkkwZkFidG)GSnFyN3dkeU
OILCHYWMIOUjNmM1ZGYwYzNjMzU 1MjUwOTATNGMSZW
RmMzMxODIINGISNWMS5ZTFKZTlyNWUzMDEyYzIkYWY2Z

DE3NjNINjhlliwidGFnljoiln0%3D

Note:

The above proof of concept describes a single scenario where a javascript input leads to XSS. However, similar
issues can occur across multiple functionalities.

It is therefore recommended to apply the same remediation consistently across all input fields to ensure
comprehensive protection.

Some of the affected endpoints include, but may not be limited to:

e https://admin.uat-audit.letsprosper.ae/api/agencies/developer-properties/{id}
e https://admin.uat-audit.letsprosper.ae/api/agencies/agency-users/{id}

e https://admin.uat-audit.letsprosper.ae/admin/relationship-managers/{id}

e https://admin.uat-audit.letsprosper.ae/api/users

e https://admin.uat-audit.letsprosper.ae/admin/share-feedbacks

2.6 Insecure Direct Object Reference (IDOR)

Severity:
Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The application is vulnerable to Insecure Direct Object Reference (IDOR),
allowing unauthorized access to sensitive user data by manipulating guessable identifiers in the
URL or request parameters. This enables attackers to access or modify other users’ data without
proper authorization checks.
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Scenario 1: Users can view other users’ added properties simply by changing the property ID in

the /property/add endpoint. Additionally, one user can view another user’s dashboard via the
/dashboard/owner-property endpoint by modifying the user or property ID in the request, due to

a lack of proper ownership validation.

Scenario 2: The Title Deed documents are stored in a predictable manner, where each document
is assigned a large numeric ID. However, the ID pattern reveals that only the last 4 digits change
incrementally for new documents. This allows an attacker to brute-force the last few digits and

gain unauthorized access to other users’ title deeds.

Scenario 3: Agency admins (such as secondary admins, tarkheesi, developers, and property
specialists) are able to view and perform actions on properties assigned to other admins. This
occurs due to missing role-based access control checks that should restrict each admin’s access
only to properties they are responsible for. Additionally, similar IDOR vulnerabilities may also be
present in the Relationship Managers (RMs) and Data Verification team functionalities, allowing

unauthorized access or actions on data belonging to others.

Analysis: An attacker can access or modify data belonging to other users, such as property
details, dashboards, or sensitive documents like title deeds. This leads to exposure of private
data, loss of confidentiality, privacy violations, and potential data manipulation or deletion,

severely impacting application security and user trust.

Recommendation: It is recommended to implement strict authorization checks on the server
side to ensure that users can only access or modify resources they own or are permitted to view.
Avoid exposing predictable identifiers and consider using non-guessable unique identifiers
(UUIDs) instead of sequential numbers. Ensure that direct access to sensitive files is only possible
via authorized mechanisms and never by relying on obscured URLs. Additionally, apply rate

limiting mechanisms like reCAPTCHA to prevent automated brute-force attempts.

Proof of Concept:

Scenario 1

1. View a user’s dashboard and his property which has been given property id 25.
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« > C 17 a uat»audi!.letsprosperae/dashboard/owner»propeny/ZSI 80% am Q0 9 ! ® 3

Properties Dashboard Mortgages Features DataHub  About us Q Profile

ge Rental C;
bt Rental calculations are based on the average
rental on similar properties

Property Details

Property Completion
- ~ @
Completed Property Price
45,790 AED Averade rental income data not
Apartment available
PALM BEACH T. -1/2508 Total Paid

© Al Jaddaf

Recent Transactions

2. Change the property id to point it to someone else’s property, in this case 21. The related dashboard
becomes accessible.

« C IO 8 uat-audit letsprosper.ae/dashboard/owner-property/2 1 | 80% ma 0 n ¥ e 3

D ['@ sper Properties Dashboard  Mortgages  Features DataHub  Aboutus O\ Profile

Estimated Average Rental Calculations
®  Rental calculations are based on the average

rental on similar properties

Gross Return On Investment

Total Investment

1,260,000 AED
Cumulative ROI
|
Annual Expenses 8‘ 6 9%
0 AED

Apartment
View Summary

Binghatti Crest-908 Rental Income

108,462 AED

® Jumeirah Village Circle

1Year 2y av av 5Y

Disclaimer: The dato presented in this chart is estimated and may be subject to change
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3. Similar is the case for /add/property endpoint. Currently we have a new user who has not added any
property in the prosper system.

« C IO & uat-audit letsprosper.ae/profile/connect I 80% 3 L 00 ¥ e u
T~ @ Sper Properties Dashboard Mortgages Features DataHub Aboutus [
=
B  Add Your Pro ) Upload Rented Pro
24 perty {\ 3 nted Property
219 Sell or Rent your property J Add details of rental property

# Home > Profile > Connect

@ Nidhin
Profile Details @ Relationship Manager
Morioages Languages spoken
Arabic English
Enquiries Made You can reach out to Nidhin anytime for property-

related queries and support. They're here to assist you

Account Settings at every step.

Documents S +919745280994

4. Just by accessing the /add/property endpoint with a valid property id, the related property becomes
accessible.

&« C [ON=) uat-audit.letsprosper.ae/property/add/11 80% B8 W Yy 0 9 , ® 3

f){'@\')]i' Properties Dashboard Mortgages Features DataHub Aboutus [ m

# Home > Profile > My Properties > PP000IO

Elo at Damac Hills 2-312

© ELO Tower by Damac - Dubai - United Arab Emirates

| Apartment ‘ Reference No. PP00010

£ 1Bedroom B 1Kitchen

£ 1Bathroom © Not Furnished

List For Sale / Rent v More
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Scenario 2

1. The title deed in the clous storage is assighed a numeric id.

C o |E| admin.uat letsprosper.ae//cloud-storage/user-property-title-deed/title-deed-ocr-file1756¢ i ﬁl 0 n ¥ ¢
1 of1 — 4 AutomaticZoom v & £ T 2 @
P e W guash D apls
—33 d_oagS> N
G " Land Deparrmenr
GOVERNMENT OF DUBAI
- o= - »
e Asla Balgd
Title Deed
Issue Date 15/03/2024 St fa
Mortgage Status® Mortgaged in favor of (COMMERCIAL BANK OF ((Br.0) gD ool ) ) g0 e oa M s
DUBAI (PSC) )
Property Type: Flat 4% 435 g s
Community Marsa Dubai gy Aikaia)
Plot No: 29 E=5) (3]
Municipality No: 392 - 503 Al s,
Building No: 1 ol iy

2. Add the current title deed’s last 4 digit number into a brute-forcing tool. Upon bruteforcing, various other

title deeds become accessible.

@ Payload positions

HTTE/1.1
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Scenario 3

1. The property with property ID PP00027 is assigned to Secondary Admin “Lester”.

g

0 n ¥ e

r®
f tome @ -

ry=true&t

Dashl

Property Details Status History Enquiries
B Listings
A& My Profile
® Profile
& Log Out
) UpdateForm A B Verify KC Change Stay
Basic Details
1 KYC Not Verifi
Property ID
PPO0027
Title

PALM BEACH TOWERS -1/2508

Description
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2. Login into Carlton Account and the same property is accessible.

« C O B # o agency.uat-auditletsprosper.ae/secondary-prope ‘\. ondary=trueé 0% o3 Tv [ I w ®
ngen:\,l Dashboard / Listings p
e

Property Details Status History Enquiries

Property ID
PP00026

PALM BEACH TOWERS -1/2508

2.7 Broken Access Control - Unrestricted Direct File Access

Severity:
Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The application stores sensitive files such as passports, title deeds and other
important documents in cloud storage. However, these files are directly accessible via their
URLs without any access control or authentication checks.

Any user who obtains or guesses the URL of these files can access sensitive documents without

restriction.

Analysis: Sensitive documents such as passports, title deeds, and contracts are publicly accessible
via direct URLs without any authentication. This exposes personal and business data to

unauthorized users, risks identity theft, fraud, regulatory violations, and potential public indexing
(e.g., Wayback Machine), leading to serious privacy and security breaches.

Recommendation: It is recommended to implement strict access controls by serving files through
authenticated application endpoints. Use signed, time-limited URLs for file access and ensure

cloud storage buckets are private with no public read permissions.

Proof Of Concept:

1. The passport and title deed documents are directly accessible via URL without any local storage token.
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25 uat-auditletsprosper.ae

T REPUBLIKA NG PILIPINAS | REPUBLIC OF THE PHILIPPINES

PASAPORTE/
PASSPORT

Pusaporte big/ P

POO0OOOGA

1 By Kodigo ng bunea/ Countvy code
PHL

Apelyia] Surpome
DELA CRUZ

0/ Given nores
MARTA

Report

i [0

Apglication

» ) Manifest
°¢ Service workers

B Sstorage

Elements

Storage
B8 Local storage
BH Session storage

» BB Extension storage

Console

Sources  Network  Application >>

Panggitrang spetpdo/ Al & IndexedDB
SANTOS :
~ @ Cookies
’1"2 “:H"'I'B.éné G ?YﬂflrﬁN'O © https//uat-auditle.. No local storage detected
WassrheSex  Luga ng apanpiastany Plce of R B Private state tokens On this page you can view, add, edit, and delete
MANILA B Hitwest groups local storage key-value pairs. Learn more
E AT L e » B Shared storage
o o % 7 v B Cache storage
26 JUN 2021 DFA MANILA B Storage buckets
Background services
P<PHLDELA<KCRUZ<<MARIA<LLLLLLLLLLLLLLLLLKLLLKLKL
B Back/forward cache
POOOOOO0OAOPHLBO03166F2106269<<<<<<<K<<K<<<<<02 %, Background fetch

¢3 Background sync

& Bounce tracking miti...
0 Notifications
| — ¥ N}

- C |0 8 prosper-uat-audit-team.s3.me-central-1.amazonaws.com/user-property-title-deed/title w 23 9 Q0 9O .!T-' & o 4
0 1 of2 — | + AutomaticZoom v 2 T 2 @ » @ 0 mspector [ cConsole [ Debugger T Network [ Storage 3 ol e
A » e Cache Storage
) 4 e Cookies
-3 3/\u$ s il quasl il apls » a Indexed DB
- L

Land Deparrmens

GOVERNMENT OF DUBA| E Local Storage

@ https://prosper-uat-audit-team.s3.me-central- 1.amazonaws.com

INITIAL CONTRACT OF SALE

» E Session Storage

Contract No.  131874/2020

This contract is made an 19/10/2022 by and between ter lte +
PROPERTY INFORMATION
Property Name: PALM BEACH TOWERS -1/2508 Property Type: 28R
Developer Name: THE PALM - JUMEIRAH CO. (LL.C) Land Number: 2059
Project Name: Palm Beach Towers -1 Area: Paim Jumeirah
Net Sold Area: 157.94 Sq.M. Property Value: 4479000 AED
Common Area: 148.44
Mortgage Status Mot Mortgage
PARTIES No data present for selected host
SELLER(S)
Participant Name En:  NAKHEEL (P15 C) Type: Company
Participant Name Ar:  (£5.8) JX9 AL
Participant Number: 161950 License #: 532378
Arsa: 157.94 Sq.M
BUYER(S)
Participant Name En:  MOHAN ROHIT CYRIL Type: Persan
Participant Name Ar:_ Jiuj ™ =iTs, JYTs Nationality: ndia
Note:
.

The above proof of concept describes sample scenarios where the sensitive documents are directly accessible
via URL without any access control. However, similar issues can occur across multiple functionalities where file
storage is available.
It is therefore recommended to apply the same remediation consistently across all file storage features to
ensure comprehensive protection.
Some of the affected endpoints include, but may not be limited to:
e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/market-insight-
report/{file_name}
e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/agency-user-profile-
images/{file_name}
o https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/developer-logos/{file_name}
e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/project-phase-noc-
documents/{file_name}

e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/agency-logos/{file_name}
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e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/agency-noc-files/{file_name}

e https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/feedback-
attachments/file/{file_name}

o https://prosper-uat-audit-team.s3.me-central-1.amazonaws.com/banner-images/{file_name}

2.8 Improper Authorization - Auth Token Misuse Across Roles

Severity:

Issue Related to: Agency Portal

Issue Definition: In the User Portal, bearer tokens are used for authentication. However, a normal
user’s auth token can be used to perform actions reserved for agency super admins. By replacing the
auth token in the request with a normal user’s token, the system still processes sensitive agency
admin operations without validating the user’s role or privileges. This indicates a failure in proper

authorization checks.

Analysis: An attacker can escalate their privileges by using a regular user’s token to perform
administrative operations, such as editing a developer project details. This leads to unauthorized
access, data manipulation, and potentially full system compromise, severely impacting the

application’s security and trustworthiness.

Remediation: It is recommended to enforce strict server-side authorization checks to validate that
the authenticated user has the required role or permissions before performing any privileged
operation. Ensure that each APl endpoint verifies the user’s role from the server-side session or

token payload, and reject any unauthorized requests, regardless of the token used.

Proof Of Concept:

1. Login into any user account and copy the bearer token from the local storage.

= C I O 8 == uat-auditletsprosper.ae/profile/doct “5‘1!] 0% aa [~ | 2 @® o=

® (® O inspector [ Console [ Debugger M Network [ Storage 0 =
» B) cache storage
» B cookies

[ i » [ indexed DB

B Local storage
EFR  4dd Your Property @ hitps//uat-auditletsprosper.ae
X

Sell or Rent your property » [B session storage

=D ) o

Filter Items, + d

branchs... {"browser_fingerprint_id":"MTQ3NDMyOTG2NDY1NDkSODAIMg==","data""(\" +dlicked branch link\"false,\" +is first|
2™, Upload Rented Property deviceld __ 1Cqz0e2)
=

Add details of rental property token 193|YPUHT7pySYSVxHe HIOGAt GspBQItMxbtMSNWCpn1928413f

# Home > Profile > Documents

Connect Your Documents

& upload your documents to verify your identity. This step is

ify y s
ting fraudulent activity and ensuring the security

Profile Details

Mortgages

Passport

Enquiries Made

Account Sattinas When selecting on image. ensure all corners are visible.
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2. Login to the agency admin account and perform any action, in this case, editing any developer project.

Intercept is on Act Open browser

Bearer 114|3gj21XfSVHEOBX2JLerikiIRPXnAGEtAtD1Ci0el3cably

IPaL e/ Lot - BOUNEALY KOLOEMBOURG ALY BTEE

b3d0477 9491fbfe&l
_method"”

3d0477ce769491 fhfedl
"d _ian

koformboundar c 6dch3d0477ce769491fhfeéD
ent-Disposition: form-data; nar eidin_property id"

geckoformboundarydBeb7cbeédeh3 69491 fhfes
tent-Disposition: f

ckoformboundar cé 3 T€9491fbfecl

69491fhfecn

m Request to https://admin.uat-auditletsprosper.ae:443 [40.172.226.150]
Drop Intercept is on Action Open browser

Hex

POST /api/agencies/developer—projects/217 HTTE/Z
dmin.uat-audit.letspro r.ae
vs NT 10.0; Winé4; ] 8 a 20100101 Fire

CokTokeldcb3d0s77

uat-audit.l
uat-audit.l

rm-data; nan din property id"
ormboundaryd8chTchebdeh3e

form-data; nan

"name

ormboundaryd8ch7cbeédeb:
Content-Disposition: form-dat nan
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4. The 200 Ok response is received from the server.

2.9 HTML Injection in Input Fields

Severity: Medium
Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The application’s input fields do not properly sanitize user input, allowing HTML
code to be injected. When such input is displayed later (e.g., in profile pages, comments, or
descriptions), the injected HTML is rendered as part of the page, leading to an HTML injection

vulnerability.

Analysis: Injected HTML can alter the page structure, inject unwanted content, or include
malicious links, which can be used for phishing or Ul manipulation. Although this is not full XSS (as
scripts may not execute), it can confuse users, misrepresent content, and damage the

application’s integrity and trustworthiness.

Recommendation: It is recommended to ensure that all user inputs are properly validated,
sanitized, and encoded before being displayed on the application. Restrict input to only allow
expected data formats and disallow any HTML or special characters unless explicitly required.

Proper output encoding should be applied to prevent injected HTML from being rendered.

Proof Of Concept:

1. The user can submit an HTML code into the username parameter.
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@] O 8 = uat-auditletsprosper.ae/profile
EVWR  Add Your Propert, -
244 Y {\
19 ¥ Sell or Rent your property ul
# Home > Profile
Connect
Profile Details
Mortgages
in Name
Enquiries Made
<hl>hello</hl>
Account Settings
Email Address
Documents
vaptprosper+li@gmail.com Change
Saved
Preferred Communication Language
Share Feedback
English Change
Terms And Conditions
Privacv Policv

Upload Rented Property
Add details of rental property

Mobile Number

+971 565564605

Date Of Birth

Date of birtt

Change

Save Changes

chl

2. The username when rendered is displayed in the html tags.

e [}
pr&sper o g
@ Dashboard

Rows per page 10
A\ Users v
Enquiries Enquiries
Users List Properties Rental Properties madeto madeto  Property Relationship
. uuiD Name Added  Added Listed buy rent Specialist  Manager Status  Created At

Properties

Hand Over Properties Puo00z3 Abdul 17-07-2025 €

Hameed

RM Change Requests h e"o

Joint Property RM Cha. ..

PU00022 Gaurav @ 1 - 1 sudarshan  Akshay 17-07-2025 €
& Prosper Agencies >
© Approvals PU00021 Abdul 17.07-2025 €

Hameed

B Lead Management > he"o
@ Relationship Managers >

PU00020 Mohammad Jaswanthi D 17-07-2025 €
B Mnrtennne > Abdelkarim

PU00019  sect 1 Akshay 17-07-2025 €

buaraotor: v

Note:

The above proof of concept describes sample scenario where the input is rendered as HTML. However, similar

issues can occur across multiple input fields.

It is therefore recommended to apply the same remediation consistently across the entirety of the application.

Some of the affected endpoints include, but may not be limited to:

e https://admin.uat-audit.letsprosper.ae/api/agencies/developer-properties/{id}

e https://admin.uat-audit.letsprosper.ae/api/agencies/agency-users/{id}

e https://admin.uat-audit.letsprosper.ae/admin/relationship-managers/{id}

e https://admin.uat-audit.letsprosper.ae/api/users

e https://admin.uat-audit.letsprosper.ae/admin/share-feedbacks
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2.10 Insecure Direct Object Manipulation - Missing OTP Verification for Email
Update

Severity: Medium
Issue Related to: User Portal

Issue Definition: In the user portal, OTP verification is only required when using the dedicated
email and phone number change process. However, other profile fields (such as name, preferred
communication language) can be updated without OTP. An attacker can intercept a regular
profile update request and modify the email address or phone number parameter before it
reaches the server. As a result, the attacker can change these parameters without any OTP

verification, bypassing the intended security control.

Analysis: A logged-in user can change their own email address and phone number without proper
OTP verification by manipulating the request. This weakens the integrity of account security, as

the user could set an unauthorized email or phone number without validating ownership.

Recommendation: It is recommended to apply OTP verification in the same request where the
email or phone number is being changed, and ensure the server validates the OTP before applying
the update. Reject any profile update request that attempts to modify the email or phone

number without providing a valid OTP, enforcing this check strictly on the server side.

Proof Of Concept:

1. Try to change the email/phone number from the profile detail section.

« C p 8 uat-auditletsprosper.ae/profile | 80% am v 08 ¥ o

# Home > Profile

Connect

Profile Details .
Mortgages
Enouitios e Name © Mobile Number
hello +971 44444444 ol
Account Settings
Email Address Date Of Birth

Documents
simar444444@yopmail.com
Saved
Preferred Communication Language

Share Feedback
English

Terms And Conditions

Privacy Policy

FAQ
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2. The OTP verification mechanism is enforced.

3. Make any other change in the profile and save the changes.

U (O uat-auditletsprosper.ae/profile

Email Address

simar@yopmail.com

Enter OTP Received

Resend OTP (30)

=

C

O B uat-auditletsprosper.ae/profile

# Home > Profile

Connect
Mortgages
Enquiries Made
Account Settings
Documents
Saved

Share Feedback

Terms And Conditions

Privacy Policy

FAQ

Name @

hello

Email Address

simar444444@yopmail.com

Change

Preferred Communication Language

English

80%

Mobile Number

+971 44444444

Date Of Birth

Change

Save Changes
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4. Intercept the request and change the email.

Intercept is on

"email®: "
"language_id":

5. The email is changed without the verification of OTP. Similar process can be followed for Mobile number

change mechanism.

S C O & uat-audit letsprosper.ae/profile 80% 3@ ¥ 0 Eh) # . H

# Home > Profile

Connect
Profile Details
Mortgages

Name € Mobile Numbe
Enquiries Made ° fo anner

test vapt +971 44444444

Account Settings

Email Address Date Of Birth

vapttest@yopmail.com

Preferred Communication Language

English
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2.11 Using Components with Known Vulnerabilities

Severity: Medium

Issue Related to: Admin Portal

Issue Definition: The application uses outdated versions of jQuery-ui (1.12.1), bootstrap (4.0.0-
beta.2), jquery(3.2.1), underscore.js (1.9.1), jquery.datatables version 1.10.16, jquery-
validation version 1.19.0 all of which have known security vulnerabilities. These vulnerabilities can

be exploited by attackers to compromise the security of the application.

Analysis: Using outdated and vulnerable components exposes the application to a range of

potential attacks, including Cross-Site Scripting (XSS) and other injection attacks

Remediation: It is recommended to update all outdated third-party libraries and dependencies to
their latest stable versions. Regularly monitor and manage components using tools like npm audit or
OWASP Dependency-Check to prevent known vulnerabilities. Avoid using deprecated or beta versions

in production.

Proof Of Concept:

Request

GET /developers/global/vendor/bootstrap/bootstrap.js HTTP/2

Host: admin.uat-audit.letsprosper.ae

Cookie: XSRF-

TOKEN=eyJpdil6imRyZGh3blhkUFZITTU1WXJtN3N4MVESPSIsInZhbHVIljoialtxZ3ByVnFSd0x4 SDRjQmMYmMSTFpVY29sRigvSXNQOGRkQWhRekRqOGZKb0p2
VVZISFF5dy9xWG5RcGhMTFQ3amg1RFJZVnYxMmdVUzRGN3RITUEMNE 15RFFYbXp2VDI3ZHh5aWJwNSSpWmBzNnN1VGRxbGlidk9QZVJGaUhSMGYILCJt
YWMiOiJiOTBKZDMzOWQwZjAwY zFmMzM4YjM1MzY 1YzNkM2M4Z GQxMTFIMzc2Z WFkMDIjMz ESN GM2Y mQxNJjE4MjcwNGRkliwid GFnljoiln0%3D;
prosper_session=eyJpdil6lkZpZ UFTVUNwUhRcTNpeWIkL3N1VVESPSIsInZhbHVIljoiU01ibnVZVGUxQkwyazdhMGgzckpWTnNTRDJKUHJuT2g2ekZFSUpWO
GdXRTd3WmgxOEJY TkMzMVNVZU1nSXNPZnE2YWRzZmVTdVJiQkhDeCtaNUsrWjJxN 1hMYVV4czBsUkSIWEV3blJJWUZ4bm42UzVET08rSGdybXR2T2Zub
HelLCJtYWMiOilSNmZhY TMOMTY 3MGNIMzI3OWRmMY ThjNDUxZTM3NjgwNTYwOWZmZTJINWNkZjg4YmVIY mJmNThkOWYOMzY2YjQwliwid GFnljoiln0%3D
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:142.0) Gecko/20100101 Firefox/142.0

Accept: */*

Accept-Language: en-US en,g=0.5

Accept-Enceding: gzip, deflate, br

Referer: https://admin.uat-audit letsprosper.ae/reset-password/KZ0O0QojNXdvG9alicvRRyYnjzKrQWO9THr1Cp6Ri1PkyamvRVixitUdeCgQup1Su
Sec-Fetch-Dest: script

Sec-Fetch-Maode: no-cors

Sec-Fetch-Site: same-origin

Te: trailers

Response

HTTP/2 200 OK

Server: nginx

Date: Sat, 06 Sep 2025 05:53:57 GMT
Content-Type: application/javascript; charset=utf-8
Last-Modified: Tue, 22 Jul 2025 12:02:00 GMT
Vary: Accept-Encoding

Etag: W/"687f7db8-1b3fa"

X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
X-Content-Type-Options: nosniff

Tl

* Bootstrap v4.0.0-beta.2 (https://getbootstrap.com)

* Copyright 2011-2017 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors)
* Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/L

-[SNIP]...
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GET /admin/profile HTTP/2

Host: admin.uat-audit.letsprosper.ae

Cookie: XSRF-

TOKEN=eyJpdil6IkVyY 1IKSTQ4RXBuNUFJSKRxRGFWNncSPSIsInZhbHVIjoiQnFTRZNNMzZiUE03SzJMMzhmelviSdmtSalBVckINdjJxUHo2c2tUaTFtdUIOT
3Zidy9BdzdHdTRIdOc4ck55dVVUZm5TSFJaQVhBRDV5eEE0OUorMjFvbXpTRKISTkhOUOVIBWIYyWIJrMHJhRFcxaON2KOtDWDVWFZENnVWOXKILCJtYW
MIOIIZNJAZMZJKMZNRY WY 1NzExYzcwMDM3N2VINDexZGUwWMTkxMNzY 5NjJkMzZ)ZDVhODIzMzU5Mzc4MTNhNTIIOGFjliwidGFnljoiin0%3D;
prosper_session=eyJpdil6InBwbVgzck9ZdzAy TUJmb3ptWitXWXc9P SIsinZhbHVIljoieF BKbVBnW0g5elFgk0ZDNWIrdjVsd2tiU3ZmVEdINWMwWNGZPTTRIVO
xkOG1EM)IGdzluaDI1 NFRriNjU2WjJZQ0JCRWSVRNhoZ)Z6VKIsZUhbGJISG8rTXBnRZNWZXZLVKROdVhSNIBY SmE1VFpxQXIzZV0xZS|BJTKVIcTIHV1QILCJt
YWMiOil1ZDIkYjc3ZDkyMTM1MTcONWE4ZmJIOWUOMTYO0ZDISY 2FjNzBkYzNkNzUwMmZmMzk4Y zEwY jFiMjMOZ TexZmNkliwidGFnljoiln0%3D
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:142.0) Gecko/20100101 Firefox/142.0

Accept: text/html,application/xhtml+xml application/xml;:q=0.9 */*;q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://admin.uat-audit. letsprosper.ae/admin/dashboard

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 71

Priority: u=0, i

3

Response

expires=Sat, 06 Sep 2025 13:35:48 GMT, Max-Age=7200; path=/; secure; samesite=lax

Set-Cookie:

prosper_session=eyJpdil6lkxGN1U1VTFJdyt1ekZjQWo2RTMwWmcOPSIsInZhbHVIljoiS244RzIKWU4zSDE2Y2JuR ThJRERXTKR3QUEXWDWVJWWkyMnFNM
2IrTkJZSmVvIMOdNVKFPa0V5VnBucEOxVV(Q2a3JXK3R0UktxeXo5TEdKV2Y 3WUM1UkJJ TXpKNmQzM1QwZ2VEcCtrZEtqd TBVbDFmNDJ0a3psQy8yVitubld
PTGkiLCJtYWMiOiJMjRIMmJIZGIXxNTAzZNzUxMTAWNzg0ZDMOZjhiOGNIMmUWZJE3ANDEWNmMwNTJIY TMANDc2NWY50WY 4NmEON2Zkliwid GFnljoiln0%3
D; expires=Sat, 06 Sep 2025 13:35:48 GMT, Max-Age=7200; path=/; secure; httponly; samesite=lax

X-Frame-Options: SAMEORIGIN

X-Xss-Protection: 1; mode=block

X-Content-Type-Options: nosniff

<IDOCTYPE html>
<html class="no-js css-menubar” lang="en"=

<head=

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-

...[SNIP]...

</script=

=script src="https://code jquery.com/ui/1.12.1/jquery-ui js"></script=
—LSNIP]

Request

GET /developers/global/vendor/jquery/jquery.js HTTP/2

Host: admin.uat-audit.letsprosper.ae

Accept-Encoding: gzip, deflate, br

Accept: **

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.56938.63 Safari/537.36
Connection: close

Cache-Control: max-age=0

Response

HTTP/2 200 OK

Server: nginx

Date: Sat, 06 Sep 2025 12:17:36 GMT
Content-Type: application/javascript; charset=utf-8
Last-Modified: Tue, 22 Jul 2025 12:02:00 GMT
Vary: Accept-Encoding

Etag: W/"687f7db8-41707"

X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
X-Content-Type-Options: nosniff

Tl
* jQuery JavaScript Library v3.2.1
* https:/fjquery.com/

* Includes Sizzle js

* https://sizzlejs.com/

*

* Copyright JS Foundation and other contributors
* Released under the MIT license

»
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Request

GET /phpmyadmin/doc/html/_static/underscore.js HTTP/2

Host: admin.uat-audit.letsprosper.ae

Cookie: pma_lang_https=en; phpMyAdmin_https=23cbpvdvdmi3simvk04f0akapk; XSRF-
TOKEN=eyJpdil6ljM1aWFTdUcxd3kvekwzcON3aXN4bHcIPSIsInZhbHVIljoiNCtaa1pORzBBSHh4VWpnUnJVOWFhOGSwY 1E40Thud2dWQjM5aWd 1VVZV
akHZIUVTWIrN1RFY TlianpPT1FySS80YkhOMWZJeEQuROIERUR20FQ5NTRGa3Q2VCsyelZRRGXEYnIWVJidXZkVHRMTHZIQWWVYT055Y 1VE TVRTbW4IL
CJIEYWMiIOIMmU4ZWImNWQ2O0TINTQyM2Q0YTNmMzZmY2UOOWFmYzhmN2U1M2VhNTINDQxMDJiMzU4NjMOYzNhNTkxOW JkliwidGFnljoiln0%3D;
prosper_session=eyJpdil6lliteFhWYzBBUnFRUnhhRHdnRmF6c1ESP SIsInZhbHVIljoicTZVam9F U0 HMXVwaWJtVEtBSmsveVpBbWc1ZGNickFTaEJQbWF
XQINOEU3RGJQeXR4UzUwbUISLZhEWFGZWExZGhBT)IZMUTJYaGduQW5SicmxXRTdHcCO95TmdMT 1V Tc2c0cHEVRURISzRucVVRaGIKRTVsVEx5SHky R
mNBQTQILCJYWMIOilzN2U30GlyZDMwY TgOMTewOTUwZjQyNmUxYzEy ZWNKNJAYNGMyZTNhOTg 1YzMzMjQ3MTNKNGU3N2MyODVhO TImliwid GF nljoi
In0%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:142.0) Gecko/20100101 Firefox/142.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://admin.uat-audit.letsprosper.ae/phpmyadmin/doc/html/index.html

Sec-Fetch-Dest: script

Sec-Fetch-Mode: no-cors

Sec-Fetch-Site: same-origin

Priority: u=2

Te: trailers

>

Response

HTTP/2 200 OK

Server: nginx

Date: Sat, 06 Sep 2025 10:46:06 GMT
Content-Type: application/fjavascript; charset=utf-8
Last-Modified: Tue, 07 Feb 2023 10:56:36 GMT
Vary: Accept-Encoding

Etag: W/"63e22e64-e601"

X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
X-Content-Type-Options: nosniff

ff Underscore js 1.9.1

If http://underscorejs.org

ff (c) 2009-2018 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
ff Underscore may be freely distributed under the MIT license.

Request

GET /vendor/datatables net/jquery.dataTables.js HTTP/2

Host. admin.uat-audit.letsprosper.ae

Accept-Encoding: gzip, deflate, br

Accept: "/*

Accept-Language: en-US;q=0.9,en;g=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.5938.63 Safari/5637.36
Connection: close

Cache-Control: max-age=0

Response

Server: nginx

Date: Sat, 06 Sep 2025 12:17:49 GMT
Content-Type: application/javascript; charset=utf-8
Last-Maodified: Tue, 22 Jul 2025 12:02:01 GMT
Vary: Accept-Encoding

Etag: W/"687f7db9-6c4f1"

X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
X-Content-Type-Options:. nosniff

/"I DataTables 1.10.16
*_2008-2017 SpryMedia Ltd - datatables.net/license
=

[
* @summary DataTables

* @description Paginate, search and order HTML tables
* @version 1.10.16

* @file jquery.dataTabl

...[SNIP]...

Y




Security Audit Report

Request

GET /vendor/jquery-validation/additional-methods.min.js HTTP/2

Host: admin.uat-audit.letsprosper.ae

Accept-Encoding: gzip, deflate, br

Accept: **

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, ike Gecko) Chrome/117.0.5938.63 Safar/537.36
Connection: close

Cache-Control: max-age=0

Response

HTTP/2 200 OK

Server: nginx

Date: Sat, 06 Sep 2025 12:17:51 GMT
Content-Type: application/javascript; charset=utf-8
Last-Modified: Tue, 22 Jul 2025 12:02:01 GMT
Vary: Accept-Encoding

Etag: W/"687f7db9-5885"

X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
X-Content-Type-Options: nosniff

/*1 jQuery Validation Plugin - v1.19.0 - 11/28/2018

* https:/fjqueryvalidation.org/

* Copyright (c) 2018 J_rn Zaefferer; Licensed MIT */

function(a){"function"==typeof define&&define.amd?define(["jquery”," /jguery.validate.min"],a)."ob
-.[SNIP]...

The team has found 15 instances of this issue:

https://admin.uat-audit.letsprosper.ae/

e https://admin.uat-audit.letsprosper.ae/admin/dashboard

e https://admin.uat-audit.letsprosper.ae/admin/forgot-password

e https://admin.uat-audit.letsprosper.ae/admin/login

e https://admin.uat-audit.letsprosper.ae/admin/profile

e https://admin.uat-audit.letsprosper.ae/admin/reset-password/{token}

e https://admin.uat-audit.letsprosper.ae/developers/global/vendor/bootstrap/bootstrap.js
e https://admin.uat-audit.letsprosper.ae/developers/global/vendor/jquery/jquery.js

e https://admin.uat-audit.letsprosper.ae/global/vendor/bootstrap/bootstrap.js

e https://admin.uat-audit.letsprosper.ae/global/vendor/jquery/jquery.js

e https://admin.uat-audit.letsprosper.ae/index.php/admin/login

e https://admin.uat-audit.letsprosper.ae/phpmyadmin/doc/html/_static/underscore.js

e https://admin.uat-audit.letsprosper.ae/vendor/datatables.net/jquery.dataTables.js

e https://admin.uat-audit.letsprosper.ae/vendor/jquery-validation/additional-methods.min.js

e https://admin.uat-audit.letsprosper.ae/vendor/jquery-validation/jquery.validate.min.js
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2.12 OTP Flooding

Severity: Medium

Issue Related to: User Portal

Issue Definition: In the user portal, the application sends OTPs for actions such as login, password
reset, or other verification flows. However, there is no limit on the number of OTP requests a user
can make. Additionally, there are no mechanisms like CAPTCHA or rate limiting to prevent abuse.

This allows an attacker to repeatedly trigger OTPs for the same user, resulting in OTP flooding.

Analysis: The absence of rate limiting for OTP requests allows attackers to repeatedly trigger OTP
messages for the same user, potentially overwhelming them and causing denial of service. This can
be used to harass users, increase the risk of automated brute-force attacks, and lead to missed or
ignored legitimate OTPs. Additionally, frequent OTP generation may result in higher operational
costs if SMS or email delivery is charged per message, and can undermine the overall security and

reliability of the verification process.

Remediation: It is recommended to implement server-side rate limiting for OTP requests, restricting
the number of OTPs that can be generated per user within a defined time window. Introduce
additional protections such as CAPTCHA or progressive delays after repeated requests to prevent

automated abuse. Monitor and log OTP request patterns to detect suspicious activity.

Proof Of Concept:

1. Fetch an OTP for a user while logging in.

« > C O 8 = uat-audit letsprosper.ae

Login to your account

Welcome back! Please enter your details.

Email Or Mobile Number*

= +971 v 555555555

GET OTP

OR

Login With Password

or continue with

f & G

Don't have an account? Sign Up
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2. Capture the request and replay it number of times. 2000K response is received without any restriction or

progressive delays.

1 % 2 % 3 x 4 x 5 % 6 x 7 x + o]
Positions Payloads Resource pooi Settings Attack Save Columns  10.Intruder attack of httpsy//admin.uat-auditletsprosper.ae - Temporary attack ] X
Results Pasitions Payloads Resource pool Settings
(3) Choose an attack type I
WV Filter: Showing all items
Attack type:  Sniper
Request Payload Statuscode | Emor Timeout Length Comment
0 200 590
(3) Payload positions 1 o 200 590
2 1 200 590
Canfigure the pasitions where payloads will be inserted, they can be added into the target as well as| 3 > 200 <50
4 3 200 590
5 4 200 530 Add §
Target | hitpsi//adminuat-auditletsprosper.ae 5 200 500 get
7 6 200 590 Clear s
8 7 200 590
9 8 200 590 Auto §
10 9 200 590
1 o 200 590 Refresh
2 1 200 590
13 2 200 590
“ 3 200 590
15 4 200 590
16 5 200 590
7 6 200 590
i) 7 200 590
19 8 200 590
Briority: u=0 20 9 200 590
Te: trail
ype
B ¢ > Jhlights Clear
|
0 payload positions Finished ath: 604

2.13 Email Flooding

Severity: Medium

Issue Related to: Agency Portal, Admin Portal

Issue Definition: In both the agency portal and the admin portal, the forgot password functionality
allows users to request password reset emails without any restriction on frequency or number of
attempts. There is no rate limiting, CAPTCHA, or other anti-abuse mechanism in place, allowing an

attacker to trigger an unlimited number of passwords reset emails for any account.

Analysis: The lack of restrictions on password reset requests enables attackers to flood a user’s
email inbox with an excessive number of password reset emails. This can lead to denial of service by
overwhelming the user, causing confusion or preventing legitimate password resets. It may also be
exploited to annoy or harass users, and potentially enable social engineering attacks. Additionally,
excessive email generation may result in increased operational costs and reputation damage if the

system is flagged for sending spam.
Remediation: It is recommended to implement rate limiting on the forgot password functionality to
restrict the number of reset email requests per user within a specific time window. Introduce

CAPTCHA or other bot protection mechanisms to prevent automated abuse.

Proof Of Concept:
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1. Fetch a password reset link from the forgot password functionality.

C QO B agencyuat audit.letsprosper.ae/forgot-password

pr&sper

Agency

Forgot Password?

Enter your email and we'll send you instructions to
reset your password

Email

aswin@pixbitsolutions.com

< Back to login

2. Capture the request and replay it multiple times. The emails are received without any restriction.

U R T Attack  Save Columns 3. Intruder attack of https//admin.uat-auditletsprosper.ae - Temporary attack- N — O X
Positions Payloads Resource pool Settings
| Posmons P ® o Results Positions Payloads Resource pool Settings
Choose an attack type
@ P V Filter: Showing all items
Attack type: | Sniper .
Request Payload Status code Error  Timeout  Length Comment
] 200 a41
" 1 a 200 241
@ Payload positions P b 500 241
Configure the positions where payloads will be inserted, they can be added into thf 3 < 200 441
4 d 200 M
5 e 200 a1
- - 6 f 200 a4
Target: | https;//admin.uat-auditletsprosper.ae eader to ma
7 g 200 a1
8 h 200 a41
1 POST /api/agencies/forgot-password HITE/Z 9 i 200 pre
Host: admin.uat-audit.letsprosper.as .
User-Agent: Mozilla/s.0 (Windows NT 10.0; Winéd; x6d; rvi © J 200 441
accept: application/json " k 200 a1
Accept-Language: =n-US, en;q=0.5 12 1 200 441
¢ Accept-Encoding: gzip, deflate, br 13 m 200 441
Content-Type: application/3son n N 00 a1
Authorization: Bearsr null
S Content-Length: 37 3 o 200 44
10 origin: https://agency.uat-audit.letsprosper.ae 16 P 200 441
Referer: https://agency.uat-audit.letsprosper.as/ 17 q 200 441
Sec-Feteh-Dest: swpty
Sec-Fetch-Mode: cors 18 r 200 441
Sec-Fetch-Site: same-sitS§eS 19 s 200 441
15 Pricrity: us0 20 t 200 a41
16 Te: trailers 21 u 200 441
18 {"email": "aswin@pixbitsclutions.com"} 22 v 200 441
@&« > | searn 0
Finished O —

1 payload position
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Search Current Mailbox }3 Current Mailbox =

All  Unread By Date ~» T

4 Today -

Prosper
Forgot Password 11:49
Prosper Hi,

Prosper
Forgot Password 11:49
Prosper Hi,

Prosper
Forgot Password 11:49
Prosper Hi,

Prosper
Forgot Password 11:49
Prosper Hi,

Prosper P
Forgot Password 11:49 X
Prosper Hi,

Prosper
Forgot Password 11:49
Prosper Hi,

Prosper
Forgot Password 11:49
Prosper Hi,

Note:

The above PoC describes the email flooding issue for the agency portal. The similar issue however is also
present in the admin portal.

Affected Endpoints:
https://admin.uat-audit.letsprosper.ae/admin/forgot-password

https://admin.uat-audit.letsprosper.ae/api/agencies/forgot-password

2.14 Account Lockout Not Implemented

Severity: Medium

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: In all three portals — User Portal, Agency Portal, and Admin Portal — there is no
account lockout mechanism in place. Users can attempt unlimited login attempts using passwords (in
the agency and admin portals) or password or OTP (in the user portal) without any restriction.
Neither temporary account lockout nor IP-based blocking is implemented to prevent brute-force

attacks.
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Analysis: This weakness allows attackers to perform unlimited brute-force attacks to guess

passwords or OTPs without facing any restriction, significantly increasing the risk of account
takeover. It exposes user, agency, and admin accounts to unauthorized access, potentially leading to
data breaches, privilege escalation, and compromise of sensitive system areas. Lack of IP blocking
also allows attackers to continue attempts from the same source without being blocked, further

increasing the risk.

Remediation: It is recommended to implement an account lockout mechanism that temporarily locks
the account after a defined number of failed login attempts. Introduce IP-based throttling or
blocking after repeated failed attempts. Implement progressive delays or CAPTCHA challenges after
multiple failures to prevent automated brute-force attacks. Ensure that lockout and blocking rules

are enforced at the server level, not just the client side.

Proof Of Concept:

1. Fetch an OTP for the user to login into the application.

Login to your account

Welcome back! Please enter your details.

Email Or Mobile Number* 1 %

il

john.doe@gmail.com

GET OTP

OR

lﬁili}hinlu.-;*

Login With Password

or continue with

f & G

Don’t have an account? Sign Up
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2. Try logging in using an incorrect OTP and observe that 422 error message is received.

Request Response

Pretty Raw Hex = Pretty Raw Hex Render

1 POST /api/login HTTE/1.1 1 HTTE/l.1 422 Unprocessable Content
2 Host: admin.uat.letsprosper.ae 2 Server: nginx

3 User-Agent: Prospsr-Web 2 Content-Type: application/json
4 Accept: application/json 4 Connection: close

S Accept-Language: en-US, en;q=0.5 S cache-Control: no-cache, private
& Accept-Encoding: gzip, deflate, br 6 Date: Wed, 03 Sep 2025 09:46:37 GMT
7 Referer: https://uat.letsprosper.as/ 7 ¥-Ratelimit-Limit: 90

2 Content-Type: application/json 2 X-RateLimit-Remaining: 88

9 Access-Control-Allow-Origin: http://localhost:3000 9 Access-Control-Allow-Origin: *
10 Access-Control-Allow-Credentials: true 10 Content-Length: 61
11 Content-Length: 403 11
12 Origin: https://uat.letsprosper.as 12
13 Sec-Fetch-Dest: empty "message”: "Invalid Code",
14 8ec-Fetch-Mode: cors "errors":{

5 Sec-Fetch-Site: same-site "code": [
16 Priority: u=0 "Invalid Code"
17 Te: trailers 1
18 Connection: close }
19 }
20 |
"username": "john.doe@gmail.com”,

okenm:
"eyIpdiTET1AZVWwyWE1DVnl YRENoUGNVQTUOBEESEST sTnZhbHVIT] 01 ZEpul0FGaEdDZTRITO
FORJBILaES)Zz09TiwibWF]I] ol GWIIMWQyNCMLY zEkODVAME Q1M=zE3 NDMxZDUS ZWV] ¥ QwNDIO
DhmyWIyMWIwYTNmZDI1Y] Qz 2TV Y2 NI MTVhOSI sInRhayI6Tid9",

"device id": "ultyGh3L",

"mobile_country_code": "+",

"device type": "Web",

"type": "WEB",

"login_ type": "OTE_LOGIN",

"username type':"EMATL"

3. Try to Bruteforce the OTP and observe that even after a number of unsuccessful attempts, 200 OK response

is received after a valid OTP.

Attack Save  Columns 8. Intruder attack of https://admin.uat.letsprosper.ae - Temporary attack - Not sav. =~ — | >
ltings Results Positions Payloads Resource pool Settings
S Filter: Showing all items
SraiiEs Request Payload Status code Error  Timeout Length Comment He=tomizedlinditiersntiways
0 422 343
ayload cq
1 5678 422 343
equest g 2 4321 422 343
3 8765 422 343
4 9102 422 343
5 3456 422 343
6 7890 422 343
strings ti 7 2468 422 343
8 1357 422 343
19 9753 422 343
10 8642 422 343
11 1122 422 343
12 3344 422 343
13 5566 422 343
14 7788 422 343
15 9900 422 343
16 1023 422 343
17 2046 422 343
18 3089 422 343
119 4512 422 343
Izo 1234 200 2624 I
asks on g
Rule) Finished  E——|
T
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Note:

The above PoC describes the account lockout issue for the user portal. The similar issue however is also

present in the agency and admin portal.

Affected Endpoints:
https://uat-audit.letsprosper.ae/login

https://agency.uat-audit.letsprosper.ae/login

https://admin.uat-audit.letsprosper.ae/login

2.15 Password Reset Link Reusable After First Use

Severity: Medium

Issue Related to: Agency Portal, Admin Portal

Issue Definition: In both the Agency Portal and the Admin Portal, the password reset functionality
is insecurely implemented. The password reset link remains valid even after it has been used once.
Moreover, when a new reset link is generated, the previously issued link does not expire and
continues to work. Although the reset link expires after a certain time period, within its validity

window, the same link can be reused multiple times to change the password repeatedly.

Analysis: This flaw allows attackers or malicious users to repeatedly use the same password reset
link to change an account’s password without further verification. As a result, an attacker who
intercepts or obtains a valid reset link can lock out the legitimate user by continuously changing the

password or gain persistent unauthorized access.

Remediation: It is recommended to implement single-use, time-limited password reset tokens that
expire immediately after being used. Ensure that requesting a new password reset link invalidates all
previously issued links. Tokens should be securely generated, unpredictable, and verified on every

reset attempt, with proper server-side checks to prevent reuse or abuse.

Proof Of Concept:

1. Use the reset link first time (here shown in the referrer header) and change the password successfully.


https://agency.uat-audit.letsprosper.ae/login

Security Audit Report

1

Follow redirection

etty Raw Hex

1 o8t /reset-password HTTR/Z
2 Host: admin.uat-audit.letsprosper.as
3 Coskie: XSRP-TCKEN=
£yJpdiTET] VpULATRTEVR) RET? 22K VVOd )k SMHme SE ST s TnZhEHV1T] o iMFPOLORX THxq e DhmSULuS
jBOCWLVAUtHMGXEMZEYR 2P GSERRQVYaRTY 5 V0 <2 20 LEVLF ZS2 FUMNVE 20Tk WWhENGp £ bXALUD STTO
SENIdNkh1QUS EUNE aWlVzeXN2VHRWRZ LybXaz2LdJaVdmQnVHTTEO THE Rd3cOMyS SdmS 1 ZEMI 10T
juyZigzes 129 UlMEQ:ei T0 STBivRaTyYTHZ
NN} YmISYTUIMPASTimidGFnT]0iTnl43D; prosper_session=
£yIpdiTEImE yhHEPND 479k 8 0c ESE 918 INEhbHVLT] 01 v2ERCOBd sTh2CDUZTHEEY
13DCCdRb1YaZINES) ZAMNECY] Nq YT 1 KRV AMDJEYk 2nNGIpTVRTTL LIR05 VEWhS VmERR] Gr e GHMUG.
1BeEVTeHNNS] ZELVVENLICNNC ZbEVUVIVS cIAZROGZ NKEGOUp LAk JEPRBIN x5 aPdXY I IVVXTiLCT
WML OLTLNDY INZIRMTR) SDRE S kNZIO0ODLLNG Twy] 2 AGMIMZ IO
ZWYSYIEAMZNLZTCITimidGERTS 0iTn033D
User-Agent: Mozilla/5.0 (Windows NI 10.0; Winéé; x€4;
Gecko/20100101 Firefox/182.0
tesxt/html, application/xhtmlesml, application/sml; q=.9,
Accept-Language: en-US, en; g
Accept-Encoding: gzip, deflats, br
Content-Type: application/x-wew-form-urlencoded
Content-Length: 173
Liipa//adnin uatoaudin,]

£vi142.0)

Aecept: “f*iqe0.8

Qigin: Laprooner oo

Referer:

Target: https://admin.uat-audit letsprosper.ae /5

-
Response
Pretty Raw Hex Render =
1 HPTE/2 302 Found
2 Server: nginx
1 Content-Type: text/html; charast=utf-g
4 Location: hetps://agency.uat-sudit,letsprosper.as/login

Cache-Contral: no-cache, private

€ Date: Sat, DE Sep 2025 0&:38:57 GMT
7 set-cockie: XSRE-TOREN=
ey TpdiTETNZEMMVhiOGS E QUEKHLTE 9PSTsInZhbHVLT]oiazdeYWxS aESnemN3T2ELD
FEWexh1a) NENHVLTRPQARIYEIS Lol E imGVIVONLEn
VN ZRT2Ite VY1V AyTERCdk s0bZhEAExtCT L *ROYrOVIMUDpgazh eDELLCT

WML 0L TWY ZgZMmMxNMOIMGEZY TV BmQ0 Y] R M MA NDMA ZGQ0YTQS MmNk Nzd i 3] CONDNLOTRRMDIZ
CWVLZ) IOMDRLYnInT iwidGEnl]oiInd83D; expizes=3at, 06 Sep 2025 08:38:57 GMI;
Max-Age=7200; path=/; secure; samesite=lax

Set-Cookie: prosper_session=

2y Tpdi T6TnSyQ052V1 2ydG1 VME hXSZhT ZDEDRX=SPST sTnZhbHVLT] 0l ¥ IFyS0NEa]dUQHI 0850
WHLWU3ED] LnL2 tEZIBTYIILSHhq VL DGFOMGS s aTULRKpEMOS allgen
VEMiPUTz1pR L aNTLpZk SERWS o ak VHYUVaY2 03Kl £ XdnRXUTAZ VU1 Te | BWd 1 1wd( SERzg5 aFk i Lo
AWML 0L Ty 2E N2 G2 NWRINZ UIMTES ¥ V] STQLMEQWY 29 20TRIYWY yMnUzOTT0YWZhaDE LM B 25 L1
N2QiMzFhZGTAMThkwI iwidGFnT]oiTn083D; expires=S8at, 06 Sep 2025 D8:3B:57 GMT;
Max-Age=7200; path=/; secure; httponly; samesite=lax

R-Frame-Options:
K-Xss-Protection: 1; mode=hblock
i nosniff

https://admin, uat-audit.letsprosper. ae/reaet-password/mrlAdE 5G4 5P

=£3d SqHVS 4 IURUNPInYcPoK1Se¥aGzgRRATPENL 20

Sec-Fetch-Dest: document

navigate

priority: u=0,
Te: trailers
20 _toke

nijeESnEETSEnKVAGIMGE 4w YS ENIHCNGCMD ELEtoken=
. i W SeyaGzgRRATPEWL 304pazsword=

Audit440103 bpasmword_contarmatio

2 0 highlights

yPe-Cptiona:
<1DOCTYPE html>
<himl>
<head>
<meta charset="UTE-8% />
<meta http-squiv="refresh” content="
0;url='https://agency.uat-audit. Letsprosper.ae/login'® />

<titles
Redirecting to https://agency.uat-audit.letsprosper.ae/login
</title>
</head>
<hody>

Redirecting to <a hre //agency.ust-audit. letaprosper. as/login®>

Search o 0 highlights

RIEIGIE

Inspector D =
Request attributes

Request query parameters
Request body parameters
Request cooldes

Request headers

Response headers

21

A

HTTP/2

X

2. Reuse the same reset link and reset the password successfully again indicating that the link did not expire.

Follow redirection

[ sene JC)

Request

Cancel < v > | v

¥ Raw Hex

BOST /reset-password HITE/Z

Host: admin.uat-audit.letsprosper.as

XSRF-TOREN=
~yIpdiTETLNEAENTUR L0210 eWSYUmet bz Y SRWCIP ST aTnZhbHVLT] 0i dHBEKzdMDgubGxBAHRLT
ZhVOHL aUnhe amRELEN4 LDR alF Exd 69mam?z «VE T Hng v VNE X J3xd 2 LVTVL3 N2 10d zM3¥ LU4TDhLak
TSEzNIMUSTYZ 90T BITWVI 8 2P £anVS ODgvMI USE3dmeNd 1Yk 54 cF 2¥a VX 9m5 SMOVY 2d 0 SWQLLOT
MO Ty Nmd4 CGTS NmG3Y Ay 2T Cx ATT: ImOGMIYZ TwOT T LMG UWNT VL ZDMm
HGIzY]I3¥zTiMiPiliwidGPnIjoilnD33D; prosper_session=
©ydIpdilEInhIcs tveUsxalgacl BN SVEEVEAGSIR ST aInZhbHYLT ] 0i VIFRONNS 2XAFENY eGhES
133dDgIVUNYBURZNHZEKD 21 TnhVakd cDR* 0z T EUmawVTEr Uz tQUJEMT ZEKIN2OnT e 2§ d s XpLak
<KRGREN] ZULNLSKRCAXJA Zamt3vid LUvZ YebaRIVLBPdk JwVIwilcd
TYWMiOL Twy T FRMDEY 2DMIMY 20GEhMuMMEUD SN LNTRLN] I dk N MING AL ZWI0YTY A NTMZ M
NTRLYzdi OTNMYTAXT iwidGFnT] 0iTn083D

4 Ussr-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko /20100101 Firefox/142.0

5 Accept: text/htal,application/xhtml+xml, application/mml;

& Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate, br

& Content-Type: application/sx-www-form-urlencoded

5 content-Length: 175

LTS E I LA AT adoan.

3 cockie:

Wingd; =6l; rv:142.0)

=0.9, */*;q=0.8

itoaudiz lot s

Target: https://admin.uat-audit.letsprosper.ae j

Referer:
https://admin. ust-sudic. letsprosper. as/cesst-password/me0Ad £9cHe saaUgN TG 306
|z £5d5qHYS 430 IWp D nY P oKL SaYaG 2gRRAT p £Wi aQ

13 Sec-Petch-Des:
14 Sec-FPetch-Mode:

document

navigate
15 8ec-Petch-8it:
16 Sec-Fetch-User:

Briority:
Tes

8 trailers
20 _token=hnije&SnE&TSTnkvEGIMGE 4wl Y5 THIHX2NGCME £ 1k tok en=

I Audit8#401234 ipassword_confirmation=Audit#d01234

RRATDEWia0Ep =

Search o) 0 highlights

[ IR

-
Response
Pretty Raw Hex Render
L HPTE/Z 302 Found
Server: nginx
Content-Type: text/html; charsst=utf-g

4 Location: httpa://agency.ust-audit.letsprosper.as/login

5 Cache-Control: no-cache, private

€ Date: Sat, 0§ Sep 2025 08:41:38 GHT

7 Set-Cookie: XSRF-TOREN=
2yIpd i TEIml HOULUNDVYMHC1 e BAOVS dqZ1RXBVE TR 9T aInZhbHVIT] 0i 25 LHTRIZRO 2TYwaGYYW
FRORIADTZhCTIFCZ)BINKZcLpZUTY sRXcxNZ Ty 2THOUD LibaB) dONF YL tHL ZLUXd yTnpDHXECHK
hQdURZVERKG] hr PDA4MD3ZULpaMVhA UXRIMD 4 UzRVVGD 2V2 b T1Ea] LUT 1P ZESNDZBqWXgiLed
EYWM 04 ImMT ZmYmE 1YWY yMaRhOTgx2mi] YTYIM] R N LKNDIiMTRmyTI ) MY yMzRLYWEC YW L 2Tc3
NIRLNTCLYmUDYTILIiwidGPnIjoiIn0830; expires=sat, D& Sep 2025 08:41:38 GMT;
Max-Age=7200; path=/; secure; samesite=lax

o get-Cockie: prosper_session=
eyIpd iTETngSdZTZbELZ8khTSThib0JIpL pQUDESEST sInZhbHVIT] 0idmhDVEFTd L hRTDM ) d 1R
1 INChES yOENENUL yBVSHFHLIhDAU
BnUFdZVkg vVl pVNDdpaHYIdl pLald4 NDFpVGkdc2Fi TDHmUTk yMWE L c2FCIZVOdTHERTNVE 101 LCT
TYWML0LIRN] WHDE  BEQWE] ThTALY] RKM] M2 NWTWIMML 2TV Y T4 vnIkMmUd NGT) ¥2Nhy ze5MaT 2
YTTAY2EW MOz el TiwidGFaTi 0iTn083D; expires=Sat, D& Sep 2025 0B:41:38 GMT;
Max-Age=7200; path=/; securs; httponly; samesite=lax

5 X-Frame-Options: SAMEORIGIN

10 x-Xss-Protection: 1; mode=block

1l x-content-Type-options: nosniff

13 <lDOCTYPE html>

14 <html>

15 d>

16 <meta charase="UTE-8" />

17 <meta http-equiv="refresh” content=

0;url="httpa://agency. wat-audit. Letaprosper. as/lagin'® />
15 <ritler
Redirecting to https://agency.uat-audit.letaprosper.ae/login
</titler

20 4/head>

21 <body>

22 Redirecting to <a href="https://agency.uat-audit.letaprosper.ae/login">

Inspector L] n =
Request attributes

Request query parameters
Request body parameters
Request cookies

Request headers.

Response headers

Search yel 0 highlights.

(e IR
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3. Asvisible, 2 reset links have been fetched for a mail id. Copy the older link and try reset the password.

Search Current Mailb ,0 Current Mailbox =
S Forgot Password

All  Unread By Date v T « .
Prosper <developer.proptech@gmail.com> S|9=

4 Tod.
= H To M Tushar Kashyap 12:45
Prosper ® Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.
Forgot Password 12:45
Prosper Hi,
Prosper Prosper
Forgot Password 12:45
Prosper Hi,
Prosper
Password Change Notification 12:34 .
Prosper HiB OTP Test, H l https://admin.uat-audit.letsprosper.ae/
reset-password/
Prosper E1Lja0dmvgdbFGYwWLIjFcwfYBGMgLQ1gG !
Forgot Password 1222 Thank y L siepF/CYizippT POlI0UVd2UADSs DT+ YOU Can reset password from
Prosper Hi, bellow [click or tap to follow link.
Reset P3SSWord
Prosper
New User Assigned! 12:09

Prosper Hisudarshan, We're

Prosper © 2025 Prosper, All rights reserved.
New User Assigned! 12:09

Prosper Hiishan, We're

Prosper
Forgot Password 12:04

Prosper Hi, =
-

4. As visible, the link was not expired upon fetching a new link.

< (6] 2} admin.uat-audit.letsprosper.ae/reset-password/E1Lja0dmvgdbFGVWLIjFewfYBGMqLQ1gGzziepFVCYizipp1iP91IcOUVAUA... | €= ¥r @ [3¢] o} ‘
82 | @ [Aa © ChatGPT K logo [ DenSecure - Advan.. 3 Flyer DesignforaC.. @ NewTlab [ Adobe Acrobat 3 All Bookmar,

presper

Agency

New Password

Enter new password

Confirm Password

Confirm new password _

Reset Password
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2.16 Insecure Design - Replayable Publish Property Request

Severity: Medium

Issue Related to: Admin Portal

Issue Definition: In the Prosper Admin Portal, the admin has the authority to publish a property. The
publish property request can be captured and replayed multiple times, leading to the same property
being published repeatedly. The application does not implement any mechanism (such as nonces or

unique request tokens) to prevent replay of the request, resulting in duplicate entries.

Analysis: Replay of the publish property request leads to the same property being published multiple
times, causing data duplication, cluttered property listings, and inconsistent system behavior. This

can confuse end users, and complicate property management.

Remediation: It is recommended to ensure the system checks whether the property is already
published before processing the publish request. Implement server-side validation to verify the
property’s status and prevent duplicate publishing by rejecting any request where the property is

already listed as published.

Proof Of Concept:

1. In the prosper admin portal, publish any property in the prosper market, capture and copy the request.

The property gets published.

< C O B &2 admin.uat-auditletsprosper.ae/admin/developer-properties 80% ma L 0 N H @
pr&sper -
@ Dashboard S
Developer Properties @

&\ Users >

2 Developer Properties  PDP000E
& Prosper Agencies v

paeuees Lt Property Details

Developer v

Projecis Status History Property Enquiries

Enquiries ‘
Secondary >
Joint Property PS Cha
PS Change Requests

Approvals

Lead Management >

Relationship Managers >

Mortgages >

F O ©€ 0 O

Rentals >
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g Ly 00 ¥ e

ty-buy 70%

) opertl Dashboard Mortgages Features DataHub  Aboutus

Buy v~ Bed & Bath v Property type v Price v More Grid View
Testing
) Dubai Hills Estate
Service Apartment  Ready 234 AED
D second:

£ 5Bedrooms 5 Kitchens 112,342 sqft

brendon
3
Property Specialist O 9

test
Dubai Hills Estate .
Mobile App
office  Ready 234,234 AED
B rrir ke R0 Avaliable on
wre [ 7
£ 2 Cabins B2Pantries  [1532432 sqft
brendon .S » 9 Manage Properties
Property Specialist A

Manage Rentals

Mortgages
test
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2. Replay the captured request again. 200 Ok response is received.

sl ©

Request Response

3. The same property gets published again.

Target: http:

“« C | O B =2 uat-auditletsprosper.ae/property/property-bu 70% o8 y 0 O 4 ®
Dashboard Mortgages Features Data Hub  About us
Buy v  Bed&Bath v | Propertytype v | Price v # Grid View
Testing
oy Dubai Hills Estate
w Service Apartment  Ready 234 AED
° 49 seconds age
. — , A&S5Bedrooms EH5Kitchens  [12)342sqft
. brendon g :
i O v=2eo0Q
-
Testing
P Dubai Hills Estate .
/ Mobile App
.r Service Apartment  Ready 234 AED A
) . i
. , E&5Bedrooms BS5Kitchens  [121342 sqft
brendon . =9 9 Manage Properties
- Property Specialist
-
Manage Rentals
Mortgages
Testing
—

2.17 Email / Phone Number Enumeration

Severity: Medium

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: In all three portals — User Portal, Agency Portal, and Admin Portal — the

application reveals whether an email or phone number is registered during login and forgot password

flows.

¢ In the User Portal, this occurs on both login and forgot password pages, for email and phone

number fields.
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e In the Agency Portal, it occurs on login and forgot password pages for the email field.

e In the Admin Portal, it occurs in the forgot password flow for the email field.
When an invalid or unregistered email/phone is entered, the application returns a different error
message compared to a valid one, allowing an attacker to determine valid user identifiers.

Analysis: This allows attackers to systematically enumerate valid email addresses and phone
numbers by observing the application’s responses. Enumerating valid accounts makes targeted
attacks like credential stuffing, phishing, or brute-force attacks easier, increasing the risk of account

compromise and unauthorized access.

Remediation: It is recommended to standardize error messages for login and forgot password flows,
providing generic responses (e.g., “If the provided credentials are correct, you will receive an
email”) regardless of whether the email or phone number exists in the system. Implement consistent

response times and avoid disclosing the existence of user accounts in any part of the application.

Proof Of Concept:

1. The below screenshots highlight the specific error messages received when the email or phone number

is not registered in the prosper system which in turn leads to their enumeration.

User Portal:

Login to your account
Welcome back! Please enter your details.

Email Or Mobile Number*

testme@testme.com

The email is not registered with prosper.

GET OTP

OR

Login With Password

or continue with

f & G




Security Audit Report

Login to your account

Welcome back! Please enter your details.

Email Or Mobile Number*

£ +971 v 555555799

The mobile is not registered with prosper.

GET OTP

OR

‘ Login With Password

or continue with

f & G

Create password [ Forgot password?

You don't have a password yet, or did you forget the
password? No worries, we can make it work together.

Mobile Number

= v +971555555789

The mobile is not registered with prosper.

Already have an account? Sign In
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Agency Portal:

{ C QO B agency.uat-audit letsprosper.ae/forgot-p 4 @ a 8 =

pre&sper

Agency

Forgot Password?

Enter your email and we'll send you instructions to
reset your password

Email

testprospe@yopmail.com

il is invalid

< Back to login

<« C O 8 agency.uat-audit.letsprosper.ae/login S H @ 3

pre&sper

Agency

Welcome to Prosper Agency Portal

Sign in with your email and password

Email

testprospe@yopmail.com

Your email is not registered with Prosper

Password Forgot Password?

eecccooe N
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Admin Portal:

O 8B = admin.uat-auditletsprosper.ae/admin/forgot-password B n @ 9

email does not exist

Email

testprosper@yopmail.com|

Reset Link

2.18 Clickjacking Attack

Severity: Medium

Issue Related to: User Portal, Agency Portal

Issue Definition: The User and Agency portals do not implement the X-Frame-Options header,
making them vulnerable to clickjacking attacks. This allows an attacker to embed the application

within an iframe on a malicious site and trick users into performing unintended actions.

Analysis: Without proper frame options, an attacker can craft malicious pages that embed the
portals in iframes and overlay deceptive Ul elements. This can lead to unintentional user actions
such as changing account settings, submitting forms, or performing transactions without the user’s

explicit consent, impacting application integrity and user trust.

Remediation: It is recommended to implement security header X-Frame-Options: DENY or SAME-
ORIGIN to prevent the application from being embedded in iframes. This mitigates the risk of

clickjacking by enforcing strict framing policies.
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Proof Of Concept:

User Portal

1. X-Frame-Options header is not set. Therefore, the user portal is can be loaded in an iframe.

Request Response

7

1 Raw Hex n = Pretty Raw Hex Render

HTTP/1.1 200 OK

Server: nginx/1.28.0

Date: Fri, 12 Sep 2025 05:57:46 GMT
Content-Type: application/json
Connection: close

zmYA/property/property-buy.json HITE/L.1

t Host: uat-audit.lstsprospsr.as I
: = = 966,"i_1":0); fblo_5435806789791337=y

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:142.0)

Gecko/20100101 Firefox/142.0

Accept: */*

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://uat-audit.letsprosper.as/profile

wow

«

x-nextjs-matched-path: /property/property-buy

ETag: "L50prm95=allscu”

Cache-Control: private, no-cache, no-store, max-age=0, must-revalidate
Vary: Accept-Encoding

o

7 X-Nextjs-Data: 1 10 content-Length: 130394
0 Sec-Fetch-Dest: empty 11
11 Sec-Fetch-Mode: corsfiec-Fetch-Site: same-origin =
12 Priority: w0 "pageBrops”: {
13 Te: trailers "data": [
14 Connection: close {
15 "id":ie3,
16 "user_property_id":null,

"property_id":33,
"property_type": "DeveloperFroperty”,

"name": "Testing"”,
"title": "Pesting',
"location_address": "Dubai Mall - Dubai - United Arab Emirates',

"description”: "<pSVART</p>",
"number_of_bed_rooms":5,
"number_of_kitchen”:

"build_up_area_in_square_feet”:null,

"total area_in_squars_feet”: 21342,

"price”:234,

"user_price”:null,

"thumbnail_image url":

"https://prosper-uat-audit-team. s3.me-central-1. amazonaws.com/propert
y-list-images/DEVELOPER_PRCOPERTY THUMENAIL1757410727.7pg",
"listing_status": "PUSLISHED",

"property_status'": "READY",

"published_days": "2 days ago",

"is_featured”:0,

"listed for":"SELL",

€!DOCTYPE html>
H<html>
[<head>
<title>Clickjacking PoC</title>
] </head>
[ H<body>
| <iframe |src="https://uat-audit.letsprosper.ae'| style="opacity: 100; position: absolute; top: 0; left: 0; width: 100%; height: 100%;"></if|
</body
) </html>

“ C FfiIe:///D:/payloads/clickjacking.html I g 0 9

Download Our Mobile App

Download our mobile app for a seamless
experience, offering convenient access
to our services right at your fingertips.

a Download IOS App A

n Download Android App 71

New in Ready




Agency Portal

Security Audit Report

1. X-Frame-Options header is not set. Therefore, the user portal is can be loaded in an iframe.

e -

Target: http

m

Request Response
Pretty Raw Hex B \» = Pretty Raw Hex Render

T Zhome BTTE/D 1 HTTE/Z 302 Wot Modified

Host: agency.uat-audit.letsprosper.as 2 Server: nginx

= = . Wine4; x64; rv:142.0) 2 Date: Fri, 12 Sep 2025 D6:09:05 GMT

Gecko/20100101 Pirefox/142.0 4 Last-Modified: Thu, 04 sep 2025 12:12:34 GMT
4 hccept: text/html, application/xhtml+sml, application/sml;q=0.9,*/*;q=0.8 5 FEtag: "68bIBZ3Z-Zdc”
S Accept-Languags: en-US, sn;q=0.5 6
€ Accept-Encoding: gzip, deflate, br 7

Upgrade-Insecure-Requests: 1

¢ Sec-Fetch-Dest: document
9 Sec-Fetch-Mode: navigate
0 Sec-Fetch-Site: none
1 sec-Fetch-User: 21
2 If-Modified-Since: Thu, 04 Sep 2025 12:12:34 GMT
3 If-Nons-Match: W/"EBL98232-Zdc”
4 Priority: uw=0, i
S Te: trailers
3
1 €IDOCTYPE html3
2 El<html>
&l [<head>
4 <title>Clickjacking PoC</title>
5 </head>
& [l<body>
7 <ifIamel:Ic="https:/,"agencyvuat-audit.1etsprosper.ae" I;tyle="cpacity: 100; position: absolute; top: 0; left: 0; width: 100%; height: 100%
8 </body
9 </html>
C I DO file:///D:/payloads/clickjacking.htmi I s o H ¥ e =

pr&sper Dashboard / Home 9 J’l

22 Home
71 Developer > rty Approvals Waiting (2) £ & &

You have awaiting property approvals, Verify and . _
B8 Secondary > approve it Total Total Projects Published

Properties Projects
B Trakheesi 106
View Approvals 44

® Portfolio
© Approvals
< Request > &
& All Admins > Published

Properties
@ Profile

3
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2.19 Insecure Session Management

Severity: Medium

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: Upon changing the password of an account in any of the portals (User, Admin,
Agency), the existing active sessions are not invalidated. This allows the user to remain logged in on

other devices or browsers without reauthentication.

Analysis: This is a security design flaw in session management. If an attacker has an active session,
they can continue accessing the account even after the password has been changed, defeating the
purpose of the password update for securing the account. It increases the risk of unauthorized
access, especially in scenarios where the password change was initiated to mitigate a suspected

compromise.

Remediation: It is recommended to invalidate all active sessions immediately after a password
change. The user should be required to re-login on all devices using the new password. This ensures

that any potentially compromised session is terminated and enhances overall account security.

Proof Of Concept:

User Portal:

1. Login to a User account.

O B &2 uat-auditletsprosper.ae/profile B s0% g8 @
M- ): sPET Properties Dashboard Mortgages Features DataHub  Aboutus L%
f‘} My Properties (4) 2™ Upload Rented Property
4
202 0 Published 2 Unlisted a Add details of rental property

# Home > Profile

Connect

Profile Details

Mortgages
- Name Mobile Number
Enquiries Made ©
MOHAN ROHIT CYRIL +971 76253417 Change
Account Settings
Email Address Date Of Birth

Documents «

vaptprosper8+l@gmail.com Change 16-03-1980

Crnsad
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2. In another browser or a private window, change the password for this account.

letsprosper.ae

Create a New Password.
Now let's create a new password for your Prosper account!

Enter Password

Re-enter Password

vosseses «

Already have an account? Sign In

©

New Password Created
You have created new password successfully.
Click below to log in magically.
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3. The user still remains logged in the application.

C O B &2 uat-auditletsprosper.ae/profile B =% o2 @ O

D l'@ Sper Properties Dashboard Mortgages Features DataHub Aboutus L%

W My Properties (4)
234
20 ¥ 0Published 2 Unlisted

Upload Rented Property
Add details of rental property

# Home > Profile

Connect
Profile Details
Mortgages
o= Name Mobile Number

Enquiries Made °

MOHAN ROHIT CYRIL +971 76253417 Change
Account Settings

Email Address Date Of Birth

Documents ~

vaptprosperg+l@gmail.com Change 16-03-1980

Agency Portal

1. Login into the agency portal with an account.

& C OI& agency.uat-audit letsprosper.ae/profile I 80% 83 0 a i . H1

prespe Dashboard / Profile

2 Home l’l Aswin

T Developer > .
Agency Details & My Profile
B Secondary >
B Trakheesi ¢ Log Out
Agency Name
® Fortfolio RANGE "9
Range | Super Admin
@ Approvals
R st >
4 Ragies Mobile Number Email Address
& All Admins > +971 550635557 calton@letsprosperae
@ Profile

Change Password

Current Password*
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2. In another browser or a private window, change the password for this account.

25 admin.uat-audit.letsprosper.ae

pre&sper

Agency

New Password

Enter new password

Confirm Password

Confirm new password

3. Even after the password change, the user still remains logged in.

No Records Found

“« C IO & agency.uat-audit letsprosper.ae/trakheesi I 80% B3 ¥ [ = IS} v ® i =
esper O Dashboard / Trakheesi P ]
% Home L“ Aswin
1 Developer .
A My Profile
B Secondary > Total Trakheesi Trakheesi Pending Trakheesi Initiated Trakheesi Approved
]
B Trakheesi 0 0 0 0 & Log Out
® Portfolio
© Approvals
Pending Initiated Approved
< Request >
a All Admins Q Choose Property Typ
@ Profile
& Export Data
i Details =
PROJECT NUMBER PROJECT NAME TRAKHEESI USER ADMIN PROPERTY NO TYPE LISTING TITLE LISTING PRICE MORE
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Admin Portal:

1. Login into the admin portal with an account.

« C QO B8 & admin.uat-auditletsprosper.ae/admin/profile [E3)8 @ H n =
~
pr&sper o
@ Dashboard .
Profile
A% Users >
#& Prosper Agencies >
@ Approvals
Profile Pic
B Lead Management >
@ Relationship Managers >
Name Admin
B Morigages >
B Rentals > Mobile
&  Data Verification 4 Email kashyaptushar@bugraptors.com
& Data Management >
Role SUPER ADMIN
= Dubai Pulse Data >
1 Daidin Nata 3
2. In another browser or private window, change the password for this account.
G % admin.uat-auditletsprosper.ae/admin/reset-password/froV8BOyILkOUGFicgrtbikkQ8LrPPOCqRIKYODWBHHZfbeN7PWijd5L.. ©o Yr ) (3¢} b} N

[ma © chatGPT X Logo DenSecure - Advan... 3 Flyer Design fora C @ New Tab Adobe Acrobat 3 All Bool
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3. The account is not logged out even after the password change.

Lo C QO B8 & admin.uat-auditletsprosper.ae/admin/profile [+ @ & | =
A
pr&sper s
@ Dashboard .
Profile

a\  Users
#& Prosper Agencies >
® Approvals

Profile Pic
B Lead Management >
@ Relationship Managers  »

Name Admin
B Mortgages >
B Rentals N Mobile
&  Data Verification 4 Email kashyaptushar@bugraptors.com
& Data Management >

Role SUPER ADMIN
i=  Dubai Pulse Data >
1= Daidin Nata 3

2.20 Absence of Web Application Firewall

Severity: Medium

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: The current infrastructure lacks a Web Application Firewall (WAF), leaving the
web application unprotected against common web threats and vulnerabilities. This omission
exposes the system to various attacks, such as SQL injection, cross-site scripting (XSS), and other

exploitable vulnerabilities.

Analysis: Without a WAF, the application is more susceptible to a wide array of attacks that could

compromise data integrity, confidentiality, and availability.

Remediation: It is recommended to deploy a robust Web Application Firewall that can inspect
incoming traffic to identify and block malicious requests based on established security rules and

patterns.

Proof of Concept:

1. WAF is not present.
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https://uat-audit.letsprosper.ae/

/
( Wweof!
\

404 Hack Not Found

403 Forbidden

502 Bad Gateway 500 Internal Error

The Web Application Firewall Fingerprinting Toolkit

Checking https://uat-audit.letsprosper.ae/
Generic Detection results:

No WAF detected by the generic detection
Number of requests: 7

~

https://agency.uat-audit.letsprosper.ae/

/ \
( Woof! )
\

The Web Application Firewall Fingerprinting Toolkit

Checking https://agency.uat-audit.letsprosper.ae/
Generic Detection results:

No WAF detected by the generic detection

Number of requests: 7

File Actions Edit View Help

https://admin.uat-audit.letsprosper.ae/

O =
7
)

( /
\().))

The Web Application Firewall Fingerprinting Toolkit

Checking https://admin.uat-audit.letsprosper.ae/
Generic Detection results:

No WAF detected by the generic detection

Number of requests: 7
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2.21 Sensitive Information Exposure via Referrer Header

Severity: Low

Issue Related to: Agency Portal, Admin Portal

Issue Definition: When using the password reset link received via email, the user opens the link and
proceeds to set a new password. The request to the password update (forward password) endpoint
includes the full reset URL (which contains the sensitive reset token) in the Referrer header.
Currently, this header is sent to the same application domain, so no external leakage occurs today.

However, since the Referrer header exposes the full URL with the token, it poses a future risk.

Analysis: Although the referrer header is currently sent only to the same application domain, if in
the future the password reset page includes external links (e.g., social media icons or third-party
resources), the full reset URL containing the sensitive token could be sent to external domains. This
would expose the reset token, allowing unauthorized users to hijack the password reset process and

take over accounts, compromising user security and system integrity.

Remediation: It is recommended to set a strict Referrer-Policy header, such as no-referrer or strict-

origin, to prevent sensitive URL parameters from being sent in the Referrer header.

Proof Of Concept:

f I Request to https;//admin.uat-auditletsprosper.ae:443 [40.172.226.150]

Forward Drop Intercept is on Action Open browser

Raw Hex \n =

1 POST /admin/reset-password HITR/Z

2 Host: admin.uat-audit.letsprosper.ae

3 Cookie: XSRF-TOKEN=

ey ET1p4N3pRODNXCGPPS002TWNQUL2TdGe 9PSTsInzhbEVIT] 0i¥1lZzMk JTNnk ze L oydWd rUNtWTExtdF 11 UFTs k91 bHEwY INTSDNIY1NkbZcyOULve M3 22 dBNHPEY 1 RAMWLIKD 5 ¥ cDZ1 eUS i cUVSYNnZxVVhDh

XNCeDdlEXg ZMWRIOVAS Uz VWaOM:NmUWNE s 1dk SKe0 QWUTFmMUS LY Th 10V1] dX0i LCTEYWML 0L T5Y 2d LM c4MDI] NTJ3 2DU4 OTY0 YRU3 06Y 3M] Zhlizd] xjUQMDh.LODJkx’I‘EmMlex’l‘kfleNlOGMzMjE‘nythmF.LL\.NJ.:lG
FnIjoiIn0%3D; pros; ion=
eyTpdiTETkQSRTFING HTVEMAER 221 E9PST sTn2hbHV1T] 0iVk5Ch0 pBWE3 VUMr cNaKzNuMDhmd Udnb =1 BZHR LVEVE cnlUr dWR( 2GILMTg = 5 1 ZWi 9WQ3 T vWnIKMO 1 5WLF ¥ VF hwh Xd FT3.03 QJ T3k L NMHQS V
ES51a0kvSHT4W] VRWpMUnpzbVNEVEFEW] ZESmind HL 2Tml 1U2 ol amd z=HR s <UUL LCTEYWMI 01 T3¥] UwY2 T3 ZTT zOWQ5 N VA NZMO YWV Y Q= 2T TmOWEY 2¥wZWTI yMj TkMDEZOGExY zF 1 ZDECN2ES ZW21 OWV] ZTEyTiwide
FnIjolInd$3D

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:142.0) Gecko/20100101 Firsfex/142.0

html, application/xhtml+sml, application/sml; q=0.9, */*;q=0.8

ate, br
pplication/ e form-urlencadsd
9 Content-Length: Lé’l
i hiing. ol
In eferer: https://admin uat—audlt.letapmspez.ae/admm/ze;atq:aaaward/:vxdvzq:r4p.:rc@1~:rmgszfnukqlacbmzmnetﬁozququmxioxIvngfheaawwtI
- )

12 Sec-Fetch-Dest: do

5 _token=hnije&SnESTSrnKvZGIMGE4wdYS rWIHxINGCMT £ 1 tok en=r vadva4T4 pICGETv3 82 £RUK4 L aCh EMZMAn e tF Ol qkNovEnxlOXTvRg fheasWLVtEpassword=password {gpassword_confirmation=

password
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Request

Pretty Raw

Host:
Cocokie:

Ly B3

Content-Type:

Accept-Encoding:

Follow redirection

Hex =1 \n =

POST /reset-password HTTE/Z

admin.uat-audit.letsprosper.as

HXERF-TOEEN=
eyJpdiTEIINEaENTUnl0AZI0 eWIYUncrhzY SRWe 9P SIsInZhbHV1I] 0idHEEK=dkMDgwhG=BdHRLT
zhVOHl aUnhFamPRFLFN4 LORaNFExdGomanZr e VErWng vIVNEe X J=xd21VTV1INZ10d=zM3Y1U4TDhlak
JSKzNIMUIZYZ 90T BITWVIazFtOnVIODgvMIUSK3 dmeW44 Yk 54 cFZYazVE SmS SMO VY ed o SWQLLCT
EYWMI1OLTmY WY 3MGEUx0GTIS NM4 05T S NmQ3 Y zAy BT QxET TwMTdnNGImOGM3Y 2 IwOT I IMGUwNT V1 2D Nm
NGIzY]I3YzJiMjFiTiwidGFnIjoiIn0%3D; prosper_session=
eyIpdiI&InhTeltveU9%xalgzQl S BNZSvhEVEdGe 9P SIsInZhbHVII] 0l VEFWOWWS ZXdFhFNVeGhEe
1is3dDg3VUNVEURZNHEERDZ1TnhVakE4cDRxQeJ6UnswVTEr Uz Z£QUIEMTZFEINZ CmIrZ2jdebXpIlak
¥FRGREN] BaWWhEWW4ZULNLSkRCAXIiZDASTUUZ amt3V1d5 UGS xM1UVZ] Y2heRIVIEPdkJWVIWiLCT
EYWMiIOiTwYZFkMDEyZDM3IMIY 205 ZhMmMxME U0 ZmNINTRIN] TwHjdkNIM3N] AL ZWIO0YTY 4 NTMZ Mm Vi
HNTRiYzdlOTHmYTAXTIIwidGEFnIjoiIn0%3D

4 User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/20100101 Firefox/142.0

S5 Accept: text/html, application/xhtml+:ml, application/zml;q=0.9,*/*;q=0.8

o Accept-Language:

Winé4; =64; rv:142.0)

en-Ug, en; gq=0.5

gzip, deflates, br

application/zx-www-form-urlencoded

9 Content-Length: 175
10 Origin: https://admin uat—audit Jetsprosper. as
11y Referer:

https://admin.uat-audit.letsprosper.as/reset-password/mr0Adf9cWesal3UgKT=G4SEE
zfsd 3qHVE43UxUWpInYocP oKl 9eYaGzgRRATpEWLSQ

17 Priocrity:

18 Te: trailers

IGIE

Dane

= Y

2 Bec-Fetch-Dest:
14 Sec-Fetch-Mode:
S5 Sec-Fetch-Site:
16 8Sec-Fetch-User:
w=0, 1

Search jeol

1
document

navigate
same-origin
71

20 _token=hnijeES3nEETSrnEvIGIMGE 4wl YSrWIHKINgCMIrl&token=
nriAdf9cWosasUgXTxG4 3Pz Esd SqHVI43UxUWpInYeF oKl 9eYaGegRRATpEfWisQépassword=
Audit%401C346&password confirmation=Audit%401234

0 highlights

2.22 Autocomplete Enabled for Password Fields

Severity: Low

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: In the User Portal, Agency Portal, and Admin Portal, the password field in the
login form does not explicitly set autocomplete="off". As a result, autocomplete is enabled by

default, allowing browsers to store and autofill the password field in future sessions.

Analysis: With autocomplete enabled by default, sensitive credentials can be automatically filled by
the browser on shared or public devices, increasing the risk of unauthorized access if the device is

accessed by other users. This may lead to accidental credential exposure or account compromise.

Remediation: It is recommended to explicitly set autocomplete="off" on password fields in login

forms to prevent the browser from storing or autofilling sensitive information. This ensures that users

are required to manually enter their credentials for every login attempt.
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Proof Of Concept:
1. Autocomplete has not explicitly been disabled for all the 3 web portal login pages.

User Portal:

& ] QO 8 &= o+ uat-auditletsprosper.ae/about-us

Welcome back! Please enter your details.

Email Or Mobile Number*

= +971 v 555555555

Create password / Forgot password?

® O inspector Console [ Debugger N Network {} Style Editor () Performance 4 Memory (B Storage T Accessibility 838 Application
Qsearch HTML + 2| Vriterstyle hov cs + % @ @ BD Llayout Computed Changes Compatibilty —Fv
items-center™ tor="password “>lmi</label>  flex
AR Y A » Pseudo-elements A+ Flexbox A
<input id="password" class="text-secondary w-full This Element Select a Flex container or item to continue.
text-sm border outline-none p-[1@px] .. outline-none element ¢
rounded-[4px] border border-primary p-2 w-full® v Grid
name="password” type="password" placeholder="Enter }o
Your Password®" value-"Hind@123"> BT .outline-none i { 158d39¢d99a899ad. css:2 ——
. it outline: » 2px solid ( transparent;
translate-y-[-6px] ">&5</div> (Bah outline-offset: 2px; | div.grid.grid-cols-1.ipad:grid-cols-2.gap
</div> .ipad:gap-x-16 G @
i .text-secondary { 158d39¢d99a899ad. css:2
- div.grid.sr d-cols-12.g y-6
v <div class="flex items-center justify-between"s flex --tu-text-opacity: 1 Rk HyEoe
& = e Q = rgb(9: va e Opa v));
<span class="font-semibold text-xs leading-8 text-right color: @ rgb(92 68 17/var(--tw-text-opacity)); div.col-span-8.grid.xs:grid-cols-2.1g:grid
flex-1 text-[#8C5A42] cursor-pointer”> 60450, gk
Create password / Forgot password?</span> event Stext-sm 158d39¢d99a899ad. c55:2 LA
<Jdivs font-s .875rem; — "
etdivs v Line-height: 1.25ren; i Disphey Settings
< liv.mt-2md; > div.e > div. y-2 > divrelative > input#password.text-secondarywi-fulltex.. > — — % Display line numbers <
Agency Portal:
.
/) -n 3
&« C QO 8 = o agency.uat-audit letsprosper.ae/login B 6 @ 9 =

Sign in with your email and password

Email

aswin@pixbitsolutions.com

Password Forgot Password?

®

® O inspector Console [ Debugger N Network {} Style Editor () Performance 4 Memory [ Storage T Accessibility 858 Application 0] - X
Q_ Search HTML + X Y Filter Styles hov s + W @ @ [ layout Computed Changes Compatibility —Fv
v <div class="mb-3 form-password-toggle"> ~ » Pseudo-elements v Flex Item of div.input-group.input-group-merge L]
» <div class="d-flex justify-content-between™> = </div> flex <
v <div class."input Snpit Er This Element < input#passwordform-controlundefined ¢ (I
<input id="password" class="form-control undefined” type="password" element i {
placeholder="Enter your password” name="password" value="Mind@123"> I basis final
.input-group:not(.has- index-@981aca3.css:6
» <span class="input-group-text cursor-pointer"> = </span> event flex | validation) > :not(:last- E |
</div> child):not(.dropdown-toggle) :not(.dropdown-menu),
S ppistg +(_has-validation) > dropd
</div> i : y o g s S toaglenth-last-child(n3) i { )
» <tv-uttsn.tla55 btn btn-primary w-100" type="submit" style="gap: 10px;"> R R TG Base Size (width: 1%) 0
St border-bottom-right-radius: 0;
) b } Flexibility +294px
</div> V' input-group-merge .form index-@981aca3.css:6 Item was set to grow.
< v word-toggle > div.ir input-group-r » inputitpassword.form-controlundefined » | controlinot(:last-child) i { v v
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Admin Portal:

« C O 8 = admin.uat-auditletsprosper.ae/admin/login [E30-F- IR @ & u =
'developer.proptech@gmail.com
|

B,

==
CTTTTTTY
——— o

® 3 Inspector Console [ Debugger M Network {} Style Editor  (3) Performance 4k Memory [ Storage T Accessibility 388 Application 02 () e X
Q Search HTML <+ X |V Filter Styles hov s 4+ W @ @ [ Llayout Computed Changes Compatibility Fv
b <div class="brand"> = </div> A b Pseudo-elements Al » Aexbox ~
w <form id="login-form" method="POST" action="https://admin.uat- .
audit.letsprosper. ae/admin/login” novalidate="novalidate"s @ event This Element Select a Flex container or item to continue.
<input type-"hidden" name-"_token" element i { .
value="h4jxmT73BpdRIGIRUIMFXFwTWFGIBIOECELeIHEIL" autocomplete="off"> } * Grid

="form-group form-material floating” data-plugin="fornMaterial”> s form-material .form-control, ~fer site.min.css:1 €55 Grid is not in use on this page
material —form-control focus, —form-

e Lt I E P

§ = Box Model
float: none;
background-image: linear-gradient () #3e8ef7,@ position a
#3e8ef7), linear-gradient () #edeaec,
- — Hredeasc);
¢span class="invalid-feedback" role-"alert"></span> border: b 0;

border-radius: ¥ @;

jd="" P " class="fas fa-eye fa-eye-slash pb-2" style=" :
b <i id="togglePassword” class="fas fa-eye fa-eye-slash pb-2" style="cursor box-shadow: none;

pointer; position: absolute; right: 10px; top: 5@%; transform:

: E °
translateY(-58%);"> = </i> event b ) o
</div> .form-material .form-control i3 { site.min.css:1
¥ <div class="form-group clearfix">@ </div> P::‘;‘l:""z;f:fzif;
<button class="btn btn-primary btn-block btn-lg mt-40" type="submit">Sign in paddine | .
; . background-color: @ transparent; N
</button> background-color:—transparent;
€ ‘orm#login-form > div.form-group form-material floating.is... » input#password form-control.position-rel... > background-repeat: no-repeat; o 320x%36.0167 relative o

2.23 Exposure of phpMyAdmin Interface and Documentation

Severity: Low

Issue Related to: Admin Portal

Issue Definition: The phpMyAdmin login interface and its documentation pages are publicly
accessible via predictable URLs in the admin subdomain of the application, specifically:

e /phpmyadmin/

e /phpmyadmin/doc/html/index.html

These pages do not require any authentication or additional access control, exposing sensitive
administrative tools and documentation that can aid attackers in understanding and exploiting the

system.

Analysis: Exposing the phpMyAdmin interface and documentation publicly increases the risk of
unauthorized database access attempts and system compromise. Attackers can use the publicly

accessible interface to attempt brute-force logins or exploit known vulnerabilities in phpMyAdmin.

Remediation: It is recommended to restrict access to phpMyAdmin interfaces and documentation by
removing them from the public domain or securing them with strong authentication mechanisms.

Ideally, restrict access via IP whitelisting or VPN access only.
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Proof Of Concept:

Welcome to phpMyAdmin’s documentation!

Contents:

« Introduction
> Supported features
o Shortcut keys
> A word about users
* Requirements

Next topic

Introduction

This Page

; > Web server
Quick search o PHP
o e
> Web browser
« [nstallation

o Linux distributions

> Installing on Windows

> Installing from Git

o Installing using Composer

> Installing using Docker

> IBM Cloud

> Quick Install

> Verifying phpMyAdmin releases

> phpMyAdmin configuration storage
> Upgrading from an older version

> Using authentication modes

> Securing your phpMyAdmin installation

Llcinn ©CI far cannactinn tn datahaca caniar

« C Q P &2 admin.uat-audit.letsprosper.ae/phpmyadmin/ [EI g @ 9 6 =
php
Welcome to phpMyAdmin

Language

English ~

Login @

Username: developer.proptech@gmail.com

Password: LALIILL L)

Login

2.24 Server Banner Information Disclosure

Severity: Low

Issue Related to: User Portal

Issue Definition: The application’s HTTP response headers reveal detailed server banner
information, specifically: Server: nginx/1.28.0

This exposes the exact web server software and version being used.

Analysis: Exposing server banner information provides attackers with knowledge of the server
software and its version. This information can be used to identify known vulnerabilities and tailor

attacks specific to the version of the server in use, increasing the risk of successful exploitation.
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Remediation: It is recommended to configure the web server to suppress or hide version details in

response headers. For nginx, set server_tokens off; in the configuration file to prevent the server

version from being disclosed in HTTP headers.

Proof Of Concept:
@} Cance! < Target: https
Request Response u —
Raw Hex no = Pretty Raw Hex Render n =

1 GET / HTTE/
2 Host: uat-audit.letsprosper

/xhtml+xml, application/sml; q=0.9,*/*;q=0.8 5 content-Length: 173
-Language .5
ept-Encoding: gzip, deflate, br 7 <html>
nsecure-Requests: 1 8 <head>
-Dest: documsnt <title>
g 421 Misdirected Request
</title>
11 </head>
2 e ty: , <body>
12 Te: trallers 10 <center>
14 <hl>
15 ] 471 Misdirectsd Request
</hl>
</center>
<hr>
<center>
nginx/1.28.
</cente
12 </body>
13 </html>

2.25 Cleartext Submission of Password

Severity: Low

Issue Related to: User Portal, Agency Portal, Admin Portal

Issue Definition: A security concern was identified during our security assessment regarding
password submission in the login or the forgot/reset/create password process. The issue lies in the

transmission of passwords in an unencrypted cleartext format.

Analysis: Cleartext password submission, despite TLS/SSL usage, poses a security risk during
transmission, potentially allowing unauthorized access to user credentials. However, it's important
to note that if local encryption of passwords before submission is implemented, even during
periods when the TLS/SSL certificate is not operational, the risk of compromise by a Man-in-the-
Middle (MITM) attack is mitigated.

Remediation: It is recommended to implement local encryption for passwords before submission to
improve overall security. This measure ensures an additional layer of protection, mitigating risks

associated with potential interception.
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Proof of Concept:

https://admin.uat-auditletsprosper.ae:443 [40.172.226.150]

é) l'-j Request t

Content-Type: application/json
Bearsr null

59

Authorization:
S Content-Length:

=)

10 oOrigin: https://agency.uat-audit.letsprosper.as
11 Referer: https://agency.uat-audit.letsprosper.ae/
12 Bec-Fetch-Dest: empty
12 Bec-Fetch-Mode: cors
14 Sec-Fetch-Site: same-site
15 Priority: u=0
16 Te: trailers
17
18 {
"email”:"aswin@pixbitsolutions.com"”,

"password"”: "Mind@LlZ3"

Forward Drop Action
Pretty Raw Hex
1 POST /api/agencies/login HTTE/Z
2 Host: admin.uat-audit.letsprosper.as
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rwv:
4 Accept: application/json
5 Accept-Languages: =n-U3, en;qg=0.3
& Accept-Encoding: gzip, deflate, br

Open browser

142.0) Gecko/Z0100101 Firefox/14Z.0

Follow redirection

[ sene G

Request

Pretty Raw Hex \n
1 POST /reset-password HTTE/Z

2 Host: admin.uat-audit.lestsprosper.as

3 Coockie: XSRF-TOKEN=

eyIpdiT6TkeSQWkl Sy ExaETtMGNCHF lwNUUxQLEIPSTSsInZhbHVIT] 01 L1BSMDRzaWRUVVQZ VE Z2GIW
GIUZWBwemd BVLpEVLprd1U4Y0 1TUHhi RG93Y0d Tdk4 4 TWVX akxqQl ptdmhSMVBAUNpQSX VY TWI £ Q3
AZ 8XpsclxiMlZCHmRaRWxHb2 sxdkFZTED4 TmhRNHhLTHd LeFdIWNnZVaj hE VERydFkxd TATN3k 1LCT
VWML O TxMTT0 ZWQLYZ Uz ZDRmNZ EyMWY LZWT yNTg3Y YxOTNIM] g3M) ThMi RhN] k L NWRmNGF M2 J1
YPIkYzADCThhNzZiTiwidGFnT] 0iTn0%3D; prosper_session=

=y TpdiTETkpBOTlz0mxlcExXMZES reTY4NDIT Sme 9P STsTnZhhHVII] 0 i3 pYdEIEZi NRMkFRULCLe
FFRTLNrWHMVULIZ TkhsNTVSOFdLZkREY ytMWXdnLOR4 L8 5 OF NC UN:nd i tKRThOR 2 2Th] Ywd 1M =V
NCTRZZNTUVRZ S NMndVZUFRLFpTSFNEVL ZkOUpLNnS3dle zMnVEK1pVa] NURXpnenZk Y 1F 4 aEELLCT
TYWMiOiTkNTh]lZTc40TgwNZ 1Y TThNT A ZODe:M] g 2M) MwY ] TwY 2NiMj AZMmOyOTI] Yze3 amviv]ed
OTE3MDg3M]Y1Z6Z1iTiwidGFnIjoiInd43D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&d;
Gecko/20100101 Firefox/143.0

Accept: text/html, application/xhtml+ml, application/sml;q=0.9,*/*;q=0.8

en-US, en; g=0.5

gzip, deflate, br

Content-Type: application/xwww-form-urlencoded

Content-Length: 171

Origin: https://admin.uat-audit.letsprosper.as

Referer:

https://admin. uat-audit.letsprosper.as/reset-password/GdgeWnQILliFgDMS atMZatl
bP S ZWC eHALOWAZx:IX EzqphuGHE4LRdwIs fasORSz

Upgrade-Insecure-Requests: 1

x64; rvi142.0)

Accept-Language:

6

Accept-Encoding:

2 Ssc-Fetch-Dest: document

4 Sec-Fetch-Mode: navigate
15 Sec-Fetch-Site: same-origin
16 Sec-Fetch-User: 21

17 Priority: uw=0, 1

18 Te: trailers

19

20 _token~hnije63nEETSrnKvIGIMGE4wlYS rtWIHACNgCMI rlatoken=
R PTte el Ih deanit P

ElLpso GHE4LRdwIsfasORIzEpassword=
IM.\.nd%QUl:li&passwu:dicunf.\.rmatlu ind#40123

@€ >

Search bl 0 highlights

Target: https:.,

Response

Pretty Raw Hex Render

HTTE/Z
serve

302
ngins

Content-Type: text/html; charset=utf-8

Location: https://agency.uat-audit.letsprosper.as/login

Cache-Control: no-cache, private

Date: Sat, 06 Sep 2025 05:55:48 GMT

Set-Cookie: XSRF-TORKEN=

eyTpdiT6TnlLbStod] 23QUEqV1diTEIudUdGeEEIR STsTnZhbHY1T] 0iVEps 21 hadWF oR] L2 NmVvi

Lc0Uzc4bnBhaUSKakx3aURUNEMA V3 LaTkhaMk pVhmlzQC S BMWhTRLVObXEYYZ U4MS 9020 0ViILUT

Q2 ELEzSTURNnpGQVhEWk:oTi hiRZgrdlliMzRWRKE ENRFkVERWS0 Vg 82wlY2 9VVOYLELEyTEQLILCT

£YWMiO0LThOD BrY T dmyWViY TY L ZTYwN] Y3Y) Iy 3] o5 2] BLZDdmEWE 2 NmZ L MW UL YT SMTERYmQ3

AWTMNMMXY ] ZiNGQI TiwidGFnTjoiTn083D; expires=sat, 0& Sep 2025 07:55:48 GMT;

Max-Age=7200; path=/; secure; samesite=lax

Set-Cockis: prosper_session=

eyIpdiT6IMZWUEFXNNT zVk V1IR3 1QN1dENS ZINIEIP STsInZhbHV1T] 0i VSR ULBThHZPUXIVAOp] 2

W185] VXEFF thUhOY1 Zvaml sMTRITULWWEMY RTRe VL OFdSKD NUaDg 4RUS 3 4y 9Ph3 RINFITZKR SR

hO8XhiMOFabGxqZzh0VOpRAWICRZNUT3NQMDhidkQUUGFYTZ IEVWFONZ tUcDk 1VnR2ZdDVENVoiLCT

EYWMi01JiMz Tk OTMyOTAZMTMA 25 J1 3] T4YWU3M] k4MTM=Y§ k5YWZ] OTAS OWRhMThlMDkwY TBhY zk

OTQ1Y]Z]OTAXNGRkT iwidGFnIjoiTn083D; expires=Sat, 06 Sep 2025 07:55:48 GMT;

Max-Age=7200; path=/; secure; httponly; samesite=lax

¥-Frame-Options: SAMEORIGIN

X-Xss-Protection: 1; mode=hlock

¥-Content-Type-Cptions:

Found

DO W

@

10
11 nosniff
12 <lDOCTYPE html>
<html>

5 <head>

16 <meta charset="UTF-8" />

17 <meta http-equiv="refresh” content="
0;url="https://agency.uat-audit.letsprosper.as/login'" />

18

13 <title>

Redirscting to https://agency.uat-audit.letsprospsr.as/login

</title>

20 </head>

21 <body>

22 Redirecting to <a href="https://agency.uat-audit.letsprosper.as/login">

Search pel 0 highlights

QX IR
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ntercept HTTP history WebSockets history {§} Proxy settings

ﬁ Request to https://admin.uat-audit.letsprosper.ae:443 [40.172.226.150]

Forward Drop m‘ Open browser

Pretty Raw Hex

POST /api/login HTITE/Z

Host: admin.uat-audit.letsprosper.ae
User-Agent: Prosper-Weh

Accept: application/json
Accept-Language: en-US,en;q=0.5

Im e W e

Accept-Encoding: gzip, deflate, br
Referer: https://uat-audit.letsprosper.as/
Content-Type: application/json
Access-Control-Allow-Origin: http://localhost:3000
Access-Control-Allow-Credentials: trus
Content-Length: 186

Origin: https://uat-audit.lstsprosper.as
Sec-Fetch-Dest: smpty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-site

¢ Priority: u=o

Te: trailers

"username": "555555555",
"mobile country code": "+371",
"device_id":"10nPiB7a",
"device_type": "web",

"type": "WEB",

"login_type": "PASSWORD_LOGIN",

=TT
I "password": "Mind@123" ]

HTTP history WebSockets history @} Proxy settings

ﬁ 4 Request to https;//admin.uat-auditletsprosper.ae:43 [40,172.226.150]

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex

,Iposm /api/forgot-password HTTE/Z I

2 - - g TTST
3 User-Agent: Frosper-Weh

4 Accept: application/json

Accept-Languags: =n-US, en; g=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://uat-audit.letsprosper.as/
Content-Type: application/json
Access-Control-Allow-Origin: http://localhest:3000
10 Access-Control-Allow-Credentials: true
Content-Length: 414

Origin: https://uat-audit.letsprosper.as
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-3ite: same-site

T o

© o

& Priority: uw=0
Te: trailers

"password": "Mind@123",
"password_confirmation": "Mind@123",

S g
"device_type": "Weh",
"ype®: "WEE",

"mobile country_code":"+971",
"mobile": "555555555",
tooden: 12307, |

"token":
"eyTpdiT&TkowUGpOdWS LOWZHNDFONVVPRGIVRIEIP STSInZhbHV1T] oial NYWk 9RTmtk N gwaF VEOGF TVner 220 9T iwi bWF] I o i NTERKMWQ3 ZmY xMWI LN T2M] USYTUZNI R] 26T 2CDT5 2D ZmYTULZ] EZ ZDMLOWY 5MT

A1 ZGF1NTMSNDIx2WI1MmVmMiT sInRhZyT 6Iigo",
"username_type": "MOETLE"

DM el [ ennn b

2.26 Improper Error Handling

Severity: Informational

Issue Related to: Admin Portal

Issue Definition: When a user logs out of the Admin Portal and uses the browser back button to
navigate to a previously visited page (e.g., Agencies List), a DataTables warning appears:
DataTables warning: table id=agencies-table - Ajax error. This happens because the session is no

longer valid, and the subsequent AJAX request to load the table data fails.
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Analysis: This leads to a poor user experience and may confuse legitimate users. While it does not
expose sensitive data or result in a security vulnerability directly, it indicates missing proper session

validation and error handling mechanisms.

Remediation: It is recommended to implement proper session validation for all AJAX endpoints. If
the session has expired or is invalid, return a structured error response (e.g., HTTP 401

Unauthorized), and redirect the user to the login page.

Proof of Concept:

1. Logout from the admin portal and click on the browser back button. This error appears.

®
(o
n

L () O 8 = admin.uat-auditletsprosper.ae/admin/agencies ® 2%

@ admin.uat-audit letsprosper.ae

DataTables warning: table id=agencies-table - Ajax error.
For more information about this error, please see http://

datatables.net/tn/7

2.27 Session and XSRF Token Regeneration on Every Request

Severity: Informational

Issue Related to: Admin Portal

Issue Definition: In the admin portal, after signing in, the server regenerates the session cookie and
XSRF token on every request (GET or POST). Each response sets new values for these cookies, while

all previously issued tokens remain valid until the user logs out.

Analysis: While this behavior does not directly lead to a security vulnerability, it results in multiple
valid session and CSRF token values being maintained simultaneously for a single user. This increases
server complexity and resource usage, and can make debugging or session management more
cumbersome. However, authentication and token validity remain intact, and tokens become invalid

after logout.
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Remediation: It is recommended to maintain the same session and XSRF token values for the
duration of the user’s session, from login until logout. Tokens should only be regenerated on login or
logout events, or for specific sensitive actions, to reduce server overhead while maintaining secure

session handling.

Proof of Concept:

1. In every authenticated request, the response header contain a Set-Cookie header which sets new values for

both the prosper_session and XSRF-Token.

Target: https://admin.uat-auditletsprosperae /5 HTTR2

Response D= et WD T T B X

" Hex Rende 8w

Request attributes 2 -

Request query parameters ] ~

Request body parameters 0 -

Request caokies 2 ~

Request headers 18 -

Response headers 10 ~

@& e > Je onighiighes | (3) & € | 0 highlights

3 Conclusion

Conclusively, this web app security audit report has outlined vulnerabilities within the Prosper web
applications. This holistic assessment not only identifies vulnerabilities but also provides actionable
insights and recommendations for enhancing the overall security of the application. As we move
forward, the report serves as a roadmap for implementing robust security measures and fortifying the

system against potential threats, ensuring a resilient and secure environment for the Prosper System.
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